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ABSTRACT 
Automated fault detection and diagnostics (FDD) can support building energy performance and predictive 
maintenance by leveraging the vast amounts of data generated by modern building management systems. 
However, most works on building system FDD focus on the individual component scale, neglecting the complex 
interactions between building systems and the cascading effects of subcomponent faults. Therefore, holistic 
FDD approaches that can account for all major building systems and their interactions are needed. Diagnostic 
Bayesian Networks (DBN) offer a particularly promising approach for whole-building FDD due to their robust-
ness, flexibility and scalability. This paper presents a methodology for building a DBN for whole-building FDD 
using a combination of knowledge-based and data-driven methods, along with its testing, validation, and ap-
plication in a case study office building in the Netherlands. The methodology uses aggregated representations 
of all major building systems to detect which faulty subcomponents need further investigation. The DBN’s 
performance and the effects of input parameter assumptions were tested both qualitatively using historical 
data and quantitatively using experimental data obtained by introducing faults into the building system con-
trols. The results using historical data demonstrate the DBN’s ability to detect various faults in the building 
systems, raising significant issues with the building’s sensor infrastructure. Despite these issues, the evalua-
tion using experimental data showed that the DBN achieved a classification rate of 85%. Finally, the DBN was 
demonstrated by detecting a real-world AHU fault. This work advances the development of a validated whole-
building HVAC system FDD using DBNs. 
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