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Important societal processes 

come to a standstill if the 

associated ICT systems 

and analog alternatives are not 

available.



Almost all vital processes and 

services are completely dependent 

on ICT. Due to the almost complete 

disappearance of analog alternatives 

...... socially disruptive damage.



Digital disruptions affect critical 

processes in society. This means that 

they jeopardize essential services such 

as healthcare, payment traffic, 

government services and the electricity 

supply.
WRR, Voorbereiden op digitale ontwrichting, 2019





Laws make cybersecurity a compliance issue……

2016

Network and Information 

Systems Directive (NIS)

(EU) 2016/1148.

Netwerk- en 

Informatiebeveiliging (NIB)

Wet beveiliging netwerk- en 

informatiesystemen (Wbni)

9 november 2018

2018

2023 (signed 2022, active 16 January 2023) 

Network and Information 

Systems Directive 2 (NIS2)

(EU) 2022/2555.

Netwerk- en 

Informatiebeveiliging (NIB2?)

Wet beveiliging netwerk- en 

informatiesystemen (Wbni2?)

1 oktober 2024 !

2024



Changes in domains: expanding definition of critical infrastructure

NIS NIS 2



More requirements, more cooperation, more supervision



NIS2: homework to do ?!



Revolutions are only visible in retrospect…..



The rise of Cyber - Physical systems

OT

IT

Field devices, sensors …

Cloud

Edge Computing

Applications & Software



ICS, OT, SCADA, PCS, DCS, IACS: Proces Automation

OT ICS- SCADA

IACS

PLC

DCS

OT: Operational Technology

ICS: Industrial Control System

IACS: Industrial Automation and Control System

SCADA: Supervisory Control And Data Acquisition

DCS: Distributed Control System

PCS: Process Control System

PLC: Programmable Logic Controllers

BMS: Building Management System

BMS



Cyber threats



The three components of 
IT security

IT-

Security

Availability

Confidentiality - Vertouwelijkheid

Integrity - Integriteit

Availability - Beschikbaarheid

Integrity
Confiden-

tiality



The four components of
OT security

OT-

Security

Availability

Integrity
Confiden-

tiality

Safety



Referentie:

TNO for GCCS 2015, Cyber Security of 

Industrial Control Systems, 2015

“Industrial Control Systems (ICS) and (office ) IT have historically 

been managed by seperate organisational units.” 

“ICS people do not consider their ICS to be IT.”

“ICS People lack cyber security education. The IT department, on the other 

hand, is unfamiliar with the peculiarities and limitations of ICS technology.”









IEC 62443



IEC 62443



Product & Solution Security Initiative (based on IEC 62443)

Enabler activities across projects 

Project Management @ Siemens &  Engineering

Bidding / Opening Detailed Planning / Purchase

Implementation 

/ FAT / 

Commissioning

Operation 

Support

Plan & PPM RealizeDefine

Commercialize / Operate 

/ 

Phase out

Product Lifecycle Management

Security activities in projects 

Roles

Processes

Qualification

Tools

Communication

Security 

Requirements

Secure Supplier & 

Component 

Selection

Secure Coding

Security 

Testing

Security Incident & 

Vulnerability 

Management

Project Security 

Objectives & 

Business Impact

Secure Architecture 

& Design

Secure 

Configuration 

& Hardening

Security Threat & 

Risk Analysis

Acceptance 

/ Warranty

Secure Service 

Operations (*)
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Cybersecurity Expert Services

Assess & Consult

Evaluation of the current security status of building 

system environment. Follow a clear guideline to 

increase your security level in OT

• Health Check (engage)

• Gap Assessment

• Risk Assessment

• Penetration Testing

Implement & Maintain

Mitigate risks through implementation and 

maintenance of baseline security measures

• Backup services

• Patch management (SW Update/Upgrade)

• Endpoint Protection Services

• Hardening Maintenance

• Users and Account Management

• Active Directory Management

• Security Awareness Training

Enhance

Comprehensive long-term protection through 

managed services

• Asset- and Vulnerability Management

• Scanning Services

• Security and log. Update and Monitoring

• Security monitoring and attack detection

• Incident Handling

End-to-end approach

Identify threats and vulnerabilities, using standard 

based method to give you transparency on your 

security level and a basis to increase your security 

level

Implementation and maintenance of state-of-the-

art security measures closing security gaps and 

reduce risks

Enhance your security posture applying 

advanced Cybersecurity services 
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Our Vision:

Siemens is recognized by our 

customers as a leader in secure 

products, solutions and services



Unieke publiek-private samenwerking lanceert nieuwe tool!



https://tools.digitaltrustcenter.nl/security-check-procesautomatisering/



Unieke publiek-private samenwerking lanceert nieuwe tool!



Sorry…



There is no Smart 

Building without 

Security!



Contact
Siemens Smart Infrastructure

Johan de Wit

Technical Officer Enterprise Security EMEA

The Hague

The Netherlands

Phone +31 70 333 33 33 / +31 6 55 76 60 29

E-mail: johan.de.wit@siemens.com
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