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SUMMARY

Brains for BuildingsEnergy Systems (#B) is a multiyear, multistakeholder project that aims at developing
smart building methods to enhance the operatiors in buildings in terms of reducing energy consumption,
increasing energy flexibilityincreasing occupantcomfort, andimproving installation maintenance costs This

will be achieved by developing faster and more efficient Machine Learning and Artificial Intelligence models
and algorithms. Theprojectis geared to existing utility buildings such as commercial and institutional kdifigs.

There are fivework packages in thisproject dedicatedto above tasks.This report is an outcome from the Work
Package 4 (WP 4) of the B4B projectWP 4 wor ks under 0 Dat Thereiaretneagyr at i o
heterogeneous data sources in buildings, e.gensor data, 3D model data, time schedulegccupant data,
assetmaintenance datg electrical system data, etc. Their data typesmiaming conventionsand formats differ,
making it difficult to use these data for developing models and algorithmsData sources or systems
communicate using different protocols and exchange data in different formadad standards. Therefore, these
data are often siloed, they are not available via a single platform, meaning there is little to no interaction
between them WP4 aimsto developmethods to integrate these data silogor developingMachine Learning
and Avrtificial Intelligence models and algorithme/hile also guaranteeing privacy and ethics when collecting,
storing, integrating, sharing, managing or utilizingath in smart buildings

This deliverabledD.4.3 Data needs and requirements n s mar t rdparts thedautooghaesof T4.1.1:
Study of data needs and requirements in a bottorap and topdown manner.The sudy method consiss of a
literature studybased a the smart building researchfield, a market studybased oninterviews carried out
with real estate building owners and platform providersin the Netherlands and meetings with other work
packages in the B4B projectin this way,this reportaddressesthe entire0 s ma r t  bpedtrdndoi fimd gouit
the use cases, theirdata needs and requirementslimitations and barriers when utilizing data, and finally, the
idea for an ideal bestcase scenario for data collection anéhtegration.

Results ofthe study act asthe foundationto develop a data collectiorand integrationreference architecture
for data integration in smart buildings in the upcoming deliverable (T4.2.1: Development of a reference system
architecture and set of data flow procedurés

This reportdiscusses various data needs and requirements in smart buildings terms offive smart building
use casesidentified according to the literatureand further elaborates on available systemsn buildings, data
types, data formats and data storage techniqueslt then presents the barriers and limitations to data
collection. Finally,an idea ofan ideal best-case scenariois presented,giving an overview ofvhat needs to be
achieved via a datacollection andintegrationreference architecture.

In summary, developing smart buildingolutionsdepends onmetered time series dataand real timedata from
sensors data from external services occupant feedback domain expert knowledgeand contextual data/
metadata. Often,developingthese solutions suffer froma) unavailability or partial availability of required data,
b) low-quality data (accuracy, low resolution, timeliness, missing sampleg), unstructured data (naming
conventions, metadata standards, data formats) and) limitations due to accessibility, privacy and ownership.

Therefore, mproving data availability improving data quality structuring the dataand adhering to privacy and
ethics guidelinescan speed up the development of smart buildingolutions. Considerirg the requirements
from the literature and market study, it also suggests that a refence architecture for data integration should
be able to provide a) methods for data acquisition, storage, manageent and backup to improve data
availability,b) provide standardisation to data originating from different systems using standard schemas and
wellrecognised data models, ¢) provide access to historical and real time datd support bidirectional
communication between the smart building applications and building controllerand e) povide scalable
solutions that can accommodatehe growing number of data sources and users.
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SAMENVATTING

Brains for Buildings Energy Systems (B4B) is een meerjarig project met mieee belanghebbenden dat tot
doel heeft om slimme bouwmethoden te ontwikkelen om de activiteiten in gebouwemergieefficiénter te
maken, om flexibel energieverbruik mogelijk te makerom comfort te verhogen van de gebruikers erom
installatietechnischonderhoud slimmer te maken Dit wordt bereikt door snellere en efficiéntere modellen en
algoritmen voor Machine Learning en Artificial Intelligence te ontwikkelen. Het project is afgestemd op
bestaande utiliteitsbouw.

Vijf werkpakketten in dit projectzijn gewijd aan bovenstaande taken. Dit rapport is een uitkomst van het
Werkpakket 4 (WP 4) van het B4PBroject, met als thema 'Data Integratie”. Er zijn veel heterogene
gegevensbronnen in gebouwen, b.v. sensorgegevens, -8delgegevens, tijdschema's, gegevensan
bewoners, gegevens ovesysteemonderhoud gegevens van elektrische systemen, enz. Hun gegevenstypen,
naamgevingsconventies en formatenijn heelverschillend van gebouw tot gebouwwvaardoor het moeilijk is
om deze gegevens te gebruiken voor het ontwikkelen vgestandaardiseerde rekemodellen en algoritmen.
Gegevensbronnen of systemen communicerdrovendienmet verschillende protocollen en wisselen gegevens
uit in verschillende fomaten en standaarden. Daarom zijn deze gegevens vaakkel beschikbaarin silo's. Ze

zZijn niet beschikbaar via één platform, waardoor er weinig tot geen interactié koppeling of gezamenlijk
gebruik is v a n meer der ede . We4d hgeeftl tdt jdéelmetrodeh te dostwikkelen om deze
gegevenssilo's te integreren voor het ontwikkelen van modellen en algoritmen voor machine learning en
kunstmatige intelligentie, terwijl ook privacy en ethiek worden gegarandeerd bij het verzamelen, opslaan,
integreren, dele, beheren of gebruiken van gegevens in slimme gebouwen.

Deze deliverable "D.4.3 Gegevensbehoeften erereisten in slimme gebouwen" rapporteert de resultaten van
taak T4.1.1: Studie van gegevensbehoeften ervereisten op een bottoraup en topdown manier. De
onderzoeksmethode bestaat uit een literatuurstudieond &mart buildingd een marktstudie op basis van
interviews met vastgoedeigenaren en platfornproviders in Nederland en overleg met de overige B4B
werkpakketten. Het resultaat is eenrapport dat het hele "smart building' spectrum behandelt om de use
cases, hun gegevensbehoeften ervereisten, enbeperkingenbij het gebruik van gegevens te achterhalen,
incl. een gewenstbest-case scenario voor gegevensverzameling en integratl@e resultaten van dee studie
vormen de basis voor de ontwikkeling van een referentgchitectuur voor gegevensverzameling en
gegevensintegratie in slimme gebouwen.

Dit rapport bespreekt verschillende databehoeften ervereisten in slimme gebouwenaan de hand vanwvijf
smart building use cases die volgens de literatuur zijn geidentificeertiet gaat verder in op beschikbare
systemen in gebouwen, datatypes, dataformaten en dataopslagtechnieken. Vervolgens worden de barrieres
en beperkingen voor het verzamelen van gegevens weergegn. Ten slotte wordgewenst bestcase scenario
gepresenteerd, dat een overzicht geeft van wat moet worden bereikt via een referestiehitectuur voor
gegevensverzameling en integratie.

Samenvattend is het ontwikkelen van slimme bouwoplossingen afhankelijk van gemeten tijdreeksgegevens
en realtime gegevens van sensoren, gegevens van externe diensten, feedback van bewoners, kennis van
domeinexperts en contextuele gegevens/metagegevens. Hattwikkelen van deze oplossingen heeft vaak te
lijden ondera) onbeschikbaarheid of gedeeltelijke beschikbaarheid van benodigde gegevens, b) gegevens van
lage kwaliteit (nauwkeurigheid, lage resolutie, tijdigheid, ontbrekende voorbeelden), c) ongestrustude
gegevens (naamgevingsconventies, metagegevensstandaarden, gegevensformaten) en d) beperkingen
vanwege toegankelijkheid, privacy en eigendom.

Daarom kan het verbeteren van de beschikbaarheid van gegevens, het verbeteren van de gegevenskwaliteit,
het structureren van de gegevens en het naleven van privacgn ethische richtlijnen de ontwikkeling van
slimme bouwoplossingen versnellenHet rapport concludeert dat een referentiearchitectuur voor data
integratie in staat zou moeten zijn om a) methoden vodata-acquisitie, opslag, beheer en backp te bieden

om de beschikbaarheid van data te verbeterer{b) te zorgen voor standaardisatie van data met behulp van
standaardschema'’s en goed erkende datamodellen, ¢) toegategbieden tot historische en realtime ggevens

d) bidirectionele communicatie tussen de slimme gebouwapplicaties en gebouwcontrollegsondersteunen

en e) schaalbare oplossingerte bieden die geschikt zijn voor het groeiende aantal gegevensbronnen en
gebruikers.
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1 INTRODUCTION
1.1 Background of the study

Commercial and residential buildings in Europeccount for40% of the total energyse and 36% of the carbon
dioxide emissions,which mainly stem fromthe construction, usage, renovation, and demolition of buildings
(European Commission, 2008)Furthermore, almost 50% of Europés total energy consumption is used for
heating and cooling, 80% of which is used in buildings. Thereforethere is great societalawarenessand
regulatory pressure to make buildings sustainable and energyefficient enable the energy transition The
constantly increasing performance requirements areaccompanied by rapid technological developmers,
advancemens in the Information and Communication Technology (IGINd Internet of Things [(0T) industries,
as well asthe richness and volume of data generatedhroughout the entire lifecycle ofthe built assets
Furthermore,the effects and benefits oftloud computing, data analytics and Aificial Intelligence (Al) are now
also recognisablein the built environment LeveragingICT, 10T and Alenables the deployment ofefficient
methods for smart building control and optimised energyuse. To achieve tlese, buildings are expected to
interact with external systemssuch aselectrical grids, renewable energy systemand other buildingswhile
responding tovarious demands and external conditionsn other words buildings need to becomesmart and
effectivelyutilise the deployed smart building operatiostrategies. A smartbuilding mustsatisfy the accupants
increasing demandsfor a better indoor climate, energy efficieay, health welHbeing, productivity,and safety.

All thoseuse casesmentioned aboverely on data from various systems in buildings. Typically, each building
is different, and the data isdistributed across multiple systemsuch as Biilding ManagementSystems(BMS)
Asset Management System§AMS) loT devices smartphones, databases, etc. Available data,their naming
conventionsand data formats also differ significantlyamong differentbuildings and vendors Depending on
the use case the data that is required alsovaries. Therefore, it is important to investigate what datis required
for a given use case and the methods for acquiring and integrating those ddtasupport the various and
constantly growingdata needs in smart buildings.

1.2 Research questios

There are various use cases that are related to the fulfilment of various objectives in building$iese
objectives canbe improving energy performance, improving user satisfactiodetecting faults in building
operation, performing building maintenance oer time, etc. Data needs and requirementdiffer among those
use cases and it is important to highlight these differences in relation to tHedata needs and requirements.
Defining these data needs and requirements is only possible whéme use cases of the building are clearly
understood and defined Onesimple example ofa use case is to determine how much energy a building uses
per m2. This energy KPI is a good indicatof how a building is performing energwise, and it requires certain
data input tobe calculated

To provide useful informatim to supportthe given use casde.g.,derive the energy usage per Aas mentioned
above), one needs to determine which data is neededror instance besidesenergyconsumption determining
the KPIrequires data about the type of building, its floor aredyuilding usage,electrical equipment, and their
wattage etc. Therefore, it is alsorucial to understand which data is neededor the given use case.

Most use cases(e.g., anomaly detection in systerperation, Model Pedictive Control (MPQ)etc.), need a
holistic approach, meaning that the data should be collected fromariousdistributed sources in a buildingln
other words, hiildings are typically characterised by heterogeneous systems, data models, naming
conventions, and data access control. Therefore, it is also important to investigathich data is availablein
which formats and which access contrahechanismsare availableto fulfil above needs

Therefore, his reportaims to answer followingresearchquestions.

1. What are the use casegelated to fulfilling various objectives in buildingsin particular focused on data
driven smart building®

2. What are thedata needs and requirementdor those use cases?
3. Whatdata is available and how to fulfil thse needs and requirementsdeally?

This leads to theoverall structure and approach as shown in Fig. 1 for this repantwhich multiple use cases

are listed, foreach of them the available data is listed as well as the data that is needed, and finally those
needs and available data are mapped to analyse how these use cases can be supported through the right type
of data integration.

www.brainsforbuildings.org 7/63
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| Which data is needed?  Which data is available? :— ——————— E Mapping the data needs and available data ]

Figurel Mapping the data needs by use cases

1.3 Objectiveand scope of tte study

The main objective of this deliverable is to investigate the data needs and requirements in smart buildings,
thereby proposng future directions for data collection and integration for the upcoming tasks within the
Brains4Buildings project.

Therefore, the main bjectives of this report areto:

- identify the data needs and requirements in smart building applicationaccording to tre state-of-the-art
researchin the area.

- identify data needs and requirements in smart building applicationaccording to thestate-ofjpractice in
commercial appications (market study on thereal estate sectoj.

- provide astate-of-the-art review about thesmart building platforms

- provide amarket studyon smart building platformsbased on input fromplatform providers

- provide suggestions fora data collection plan and a reference architecturdor smart buildings (ideal
scenario)

www.brainsforbuildings.org 8/63
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2 METHODOOGY

2.1 Research approach

The data needs and requirements in the smart building domain can be quite divers&hese needs and
requirements vary according totheir intended purpose Therefore this research takes a"use casé- based
approachto understandand align those needs and requirementto specific use cases This overall approach

is schematically displayed in Fig. 2.

Mapping data needs
and requirements

[ [ What kind of data is needed? ] [ What kind of data is available? ] J
-~ T

Data needs and requirements in smart buildings

Smart building use cases Smart building platforms

Literature review J Market study [ Literature review J Market study

e e Interviews with platform
Scientific research . . Scientific research : .
Interviews with real provider companies

r r ) ;
papers estate companies papers - Simaxx Technologies,

Study of similar projects - RVB, Philips Study of similar projects Kropm%r;t?n:;;ernergy

[ Key Takeaways for data collection and integration
N %

Figure2 Research approach to map data needs and requiremnts leading to data collection and integration
architecture

First, stateof-the-art researchon smart buildings and smart building operation and maintenancés reviewed
to identify different use cases, ad their needs and requirementgleftmost Literature Revew nodein Fig. 2)
In addition to the stateofthe-art research we also conduct a market study by interviewingDutch real-estate
companies participating in the Brains4Buildings projecfleft Market Study node in Fig. 2)Real-estate
companiesneed to comply with various regulations and operate buildisgfficiently and costeffectively. They
providean indepth viewof various data needs and requirementshat will be analysed and struaired to form
a reliable overview of smart building use casg$ig. 2, left)

Second buildings rely on different softwaresolutions and platformsto collect, analyse and visuadie building
data for a given use case(Fig 2, right) These platforms facilitate monitoring, reporting,diagnostics and
analyticscombinedin modules for building owners who seek useful information about their buildingstate-
of-the-art review d smart building platforms isperformed to understand how differet platforms provide
different methods for data acquisitioncollection, and integration. Alsq in this case,a second market study
presents the results of interviews conducted with platform provider companies participating in the
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Brains4Buildings projec{market study nodeiowards the right in Fig. 2)Themarket study aims to demonstrate
how thepreviously identifieduse cases are practically implemented in buildingévailable data, data formats,
naming conventions,and integration methods are also identifiedand discussed Finally, a bridge is made
between use cases and platformso identify key takeaways for data collection and integration.

2.2 Readng guide

The remainder of this report is structured as follows:

Chapter 3identifies the smart building applications (use casesind their data needsidentified from the
scientific literature. Problems and limitations othe data collection are also discussed.

Chapter 4 describes the current data needs identified according to tle real estate sector.The future
needs, challenges andimitations related to data collectionare also identified.

Chapter 5presents a state-of-the-art reviewof smart building platformsand data sources in buildings
Chapter 6defines the functions ofsmart building platforms.

Chapter 7discussesthe existinggap betweenthe required data andthe available data followed by initial
suggestionson howto overcome the gap.

These five chapters align fully with the bwermost nodes in thediagram in Fig. 2.

www.brainsforbuildings.org 10/ 63



http://www.brainsforbuildings.org/

BRAINS 4
BUILDINGS

3 STATEOFTHEART DATA NEEDS IN SMART BUILDINGS

3.1 State-of-the-art in smart buildinguse cases

The following sections describéhe main findingsrelated to keyuse casesin smart buildings according to the
scientific literature. Each of these use cases has different aims and goals, and the below section aims to find
these different categories of use case0f course, the potential list of use cases isndless, hence we focus
on the five most commonlyfound and identifed use casesin the literature.

3.1.1 Use case 1- Fault Detection and Diagnosis(FDD)

Faults in sensors, actuators, configuration errors in BMS ettead to significant energy losses in buildings. It
is estimated that those faults account for 159 30% of energy cost (Taybr et al., 2005). Fault Detection and
Diagnostics (FDD) has therefore gained a lot of attention in smart buildingoth et al.(2005) identified 13
faults in commercial buildings and their contribubn to energy loss in buildings. These fault types aileeping
lightingand HVAC systems on when a space is unoccupiddct leakage, dampers not working properly, airflow
not balanced, insufficient evaporatorairflow, software programming errors imprope controls hardware
installation, improper controls setup/commissioning, control component failure or degradatiowalves not
closing properly, air coled condenser fouling and improper refrigerant chargewaterside issues, and
refrigeration circuits.Thekey idea of FDD ishat faults can bedetected in these active systemsthey can be
diagnosed, and then finally resolvedlhe prevalent purposdately is toenable FDD in an automated manner
using machine learning algorithms and Al libraries that deteahexpected outliers when expecting a certain
pattern of data

When it comes topotential causes for the found errorgi.e. diagnosis), plenty of very specific reasons can be
named and found, which is a major challenge in FDD researt¢h.a more gnerallevel, LazarovaMolnar et al.
(2016) distinguishfour common reasons forfaults in smart buildings namely,1) wrongly programmed3MS

i.e., wrongly programmed control logic, 2) wrongly configured or conflicting setpoints, 3) wrongly configured
building equipnment and 4) misplaced or wrongly wired sensors and actuators.

There are several methods to detect and diagnose these fayl®ich as modelbased, datadriven and hybrid
methods (LazarovaMolnar et al., 2016) The cata-driven approach use historical data to derive relationships
and predictive models(blackbox models) whereas modelbased FDDis based on physical modelgwhite-box
models) A hybrid approach is a combination of the above tw@reybox models)

Typical data requirement for FDD consists @vent logs that indicate faults or reconfiguratiors (Lazarova
Molnar et al., 2016), metered data obtained fromsensors (LazarovaMolnar et al., 2016; Schumann et al.,
2011), occupant feedbackreceived through reatime feedback orsurveys (LazarovaMolnar et al., 2016;
Schumann et al., 2011) domain expert knowledggmost often in the form of if-then" rules) (Schumann et al.,
2011) and other implicit datg such asanonymised internet usage datawiFiconnectivity(LazarovaMolnar &
Mohamed, 2016).

An overview ofthese methods and ways of working is displayed Fig. 3, where one can see that data celttion
happens either with reakime or historical data, after which blaclox, whitebox models are built thaboth are
able to predicthow the system in the building is meant to be functioning\s soon as reatime data does not
align with these values in the system, an unexpected discrepancy is found, which is detected as a fault if it
goes above a certain thresholdUsing the correct FDD technique, the fault is then catalogued, diagnosed and
resolved.
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Figure3 Data collection framework for FDD of smart buildingkazarovaMolnar et al., 2016)

Work Package 1 (WP1) of thBrains4Buildings project focues on FDD methods for smart buildings. WP1 aims
to developa FDDmethod based ona Diagnostic Bagsian Netwok (DBN) Data required for developinguch
methods can be categorised under subjective data frothe occupants and objective data fromthe BMS.

Subjective data fromthe occupantsincludes the occupants interactions (door and window opening,
light level adjustment, temgrature adjustment) andthe occupants thermal comfort data.

Obijective data fromthe BMSincludes measurements ofsupply andreturn temperatures, humidity, air
pressure, flow, gas, electricity meter dataCQ concentration signals from actuators (opening/
closing), positioning of valvesetc.

Of course, the objective system data is of higher importance here, compared to subjective data from
occupants, because the blaclkox, greybox and whitebox models specifically capture how the system is
supposed to work. FD@analyses to what extent this is also the case. Subjective data from occupants may be
additionally usedto verify andfurther improve quality

3.1.2 Use case 2- Occupancy and occupant behaviour predictions

Occupant thermal comfort estimation, predicting occupary, occupancy patterns and occupant behaviour are
important aspectsof the building operation Predicting occupancy is important for demanblased HVAC control
(Dong et al., 2018) Neglecting the true occupancy may result in overcooling, overheating and discomfort due
to insufficient thermal and ventilation servicegWang et al., 2019)

Norvintrusive methods canbe used to estimate occupancy and thereby provideore significant energy
reductions than what would be the case when relym on traditional static schedules that do not take
occupancy into account/Ardakanian et al., 2016) Motion detectors, CQ level sensors, luminosity sensors,
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relative humidity sensorgWagner et al., 2017) cameras and the userSWiFi connectivityfMartani et al., 2012)
are generally employed for detecting occupancy.

WP3 of the Brains4Buildings projectfocuses on occupant behaviou moddling. WP3 aims to develop
occupancy models and comfort models based on dynamic neural network modéts example Data required
for developing such methods can be categorised under subjective data frdine occupant and objective data
from BMS/ other 10T devies.

Subjective data from occupants include occupalst interactions (door and window opening, light level
adjustment, temperature adjustment) and occupant comfort data. Occupant feedbackan be collected via
mobile apps installedon smart phones/ smart watches. Objective data fronthe BMSor fromother 10T devices
includes room temperature, CQ concentration, relative humidity, outside temp etc.

3.1.3 Use case 3- Energy flexibilitytand Demand Sile Management

Buildings nowadaysrely onmultiple energy sources such asn-site generation, electricakenergystorage and
thermal energy storage (H. Tang et al., 2021) rather than depending solelyon grid power. This makes it
possible to use multiple energy sources optimally to control the energy cost, as well as respond to the electricity
grid needs. FutureBuilding EnergyManagementSystems(BEMS)will require adaptngto variations in the rate

of energy production from renewable energy sourc€ginck et al., 2019)

MPCand EMPCcontrollers are recogrsed to optimally control the energy usage in ragential and commercial
buildings compared to traditional controllers. MPC and EMPC are increasingly experieegnvith on heating
systems to minimse the energy cost and maximise flexibilityn that relation, historical weather datais
required to make wather forecasting models, which are used to predict the ambient temperature and solar
radiation (Finck et al., 2019) Temperature sensorsor measuringroom temperature, surface temperture,
radiator temperature, heating supply and return temperaturere required.Microcontrollerslike Arduino are
also used for acquiring data from temperature sensors and flow sensorstificial Neural Networks (ANNs)re
used for weather forecasting. Ab, some studies(Wagner et al., 2017)use surveysto collect data about
window opening and asing in a residential building context. The range of historical data required for weather
predictions is around 10 years of hourly data. Prediction accuracy can be increased by using weather data
with a shorter interval, but with an increased computatiohaime.

Maximum demand (peak demand) charge constitutes a significant part of the energy cost of commercial
buildings. Therefore, various mechanisms are utilised in commercial buildings to reduce this peak demand.
Often, this is achieved by Bmand Side Management (DSMXtrategies like load shifting(Gellings, 19%), i.e.
shifting load from onpeak to offpeak periods.DSM activities are categorised as energy efficiency, time of use,
demand response (DR) and spinning resen{Palensky & Dietrich, 2011)Predictingthe energy consumption

is important to determine the dayahead baseline power consumptiorfCox et al., 2020; Lymperopoulos &
Jones, 2018)

MPC is mainly used for DSM, where coordination of building loads and distributed energy resources are
required( Cox et al ., 2020; girokT .®iffereatlpredictiod dethdds ar&kusedT a n g
to predict energy consumpon in different load groups with different characteristic§Cox et al., 2020) Data

required for such predictions includs historical data from electricity energy meters, electricity consumed for
lighting, HVAC, plug loads etcwhich are available from a BM®r EMS. Also, energy meter readings from
photovoltaics(PV) and other renewable energy systemss well asweather data ae required.

WP2 of theBrains4Buildings projectfocuses on energy flexibility. WP2 aims to develop models of HVAC and
electrical systems in buildingsand energy prediction models. Data required fahe energy flexibilityuse case
mainly includes building models (datdbasedand physicsbased), energy usage data, user behaviour data and
data from external weather services. Histori¢®MS data plays a key role in this regard. Tools used for such
tasks include Modelica, EnergyPlus, Mab, Python etc.

3.1.4 Use case 4- Efficient HVAC control

The fourth use case is directly related to efficiemontrol of systems, in this case particularly HVAC systerirs.
general, control parameters are decidedy engineers and architectsluringthe designstage, often with imited
knowledge d the actualbuilding operation. A significant body ofesearch showshat buildings do not operate
as intended(Corry et al., 2015; Hu et al., 2016)leading to a suboptimal operational performance Therefore,
a major part of he research aiming to improvebuilding operationis dedicated to desiging intelligent
controllers that can'learn” from the collected operational dataand adjust the control parameters according
to the actual operation.
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The idea behind efficient control of HVAC systems is to reduce energy consumption while maintaining the
indoor climate at an @timum level. HYAC control in traditional buildings is done using simple control logic that
responds to set points and schedulegMa et al., 2012) The latter control logic does not take the varying
occupancy, weather patterns, or availability of renewable energy into account. More advanced controllers with
feedback and forecasts are also availableThey useproprietary control sequences tmptimise the system
performance at a higher levelHowever, their implementation is not widespreafMa et al., 2012). In contrast,
complex control strategies like MPQMayne et al., 2000)have gained traction as a strategy for HVAC control,
since it provides the opportunity to incorporate prediction®f weather, occupancy, renewable energy
availability and energy price signaléMa et al., 2012)

3.15 Use case 53 Facility management monitoring and controlling building
performance

The potential of Building Information Model BIM) for enhancing Facility Management EM) is also widely
discussed in the smart building domain (C. Eastman et al., 2011; Edirisinghe & Woo, 2020Mile this use
case is much less related to systems and control operationglenty of building owners have this® use case

as a very important usecase in relation to the management of their buildind@Buildings need to be operated
and maintained over time, including all the assets within these buildingélso in areas other than buildings,
this is a very important use case. For example, in thefrastructure domain funnels, railways, roads, etc),
infrastructure assets are critical to be maintained properly. In those cases, every road or tunnel or railway
station forms an important asset to be managed over time. Each of these assets consistet#ments and
components (e.g. wall, beamfoundation) that together constitute theasset.

For smart buildings, the same technique applies and building is typically decomposed then of smaller
elementsusing aBuilding Information Model (BIM modelBsuch a BIM model is a simplified 3D representation
of the building and its elements, with a set of properties stored for each element separatelgdavith several
semantically rich relationships between the individual elements of the BIM model (e.g. space x is bound by y
walls).

While these 3D BIM models are commonly used in the design, engineering and construction phases (the typical
AEC domaird Architecture, Engineering and Construction), they are much less often used in the operational
phase of the building or asset lifecycle. Asset management in the operational phase instead is organised
using asset management software and systems that are mucimore databaseoriented. A typical 2D
representation of the building (or a schematic3hows the context of the building and gives access to the
properties and relations of a specific component. That information can then be used by the asset manager or
facility manager to make decisios for that asset (operation and maintenance).

Data used for this use case typicallgontains the following (1) a 2D or 3D schematic representationusing a

2D drawing or a 3D BIM model or similar, (8gmantically meaningful datahat stores more specific qualitative
information about certain parts of the building, e.g. building functisnelement names, element IDs, material
properties, etc, and (3) usage data that is typically collected from sensors time schedule databasegoften
tabular data or relational databases).

3.2 Summary of data needs

The abovefive use case categoriesrequire different datg and also rely on different computational
architectures and algorithms. For example, use case 5 is a very detailed use case wldat consists mainly

of semantically rich data and 2D or 3D schematics. On the other hand, use cases 3 and 4 are much cléser
control and therefore typically preferably do not include any 2D or 3D schematic data. On the contrary, those
use cases are much closer to operations and control, and require access to signals and systemg direct
communication devices (e.g. WiFi aces and routers).Finally, use case 1 and 2 are entirely focused on
monitored data, including data from diverse end users with data on their own personal devicEsese two use
cases therefore rely on yet again very different data.

Furthermore, thealgorithms used are also very different depending from use case to use cag¢hile use case

5 requires mainlydedicated software and rulebased and objectoriented algorithms for facility management

as managed mostly by the end user, use cases 1 and 2 are much maaata-driven and relying on data
analytics algorithms(machine learning) Use cases 3 and 4 are more contralriented and rely often an
interplay between incoming measured or monitored data and a control or simulation model. These use cases
3 and 4 require then often a combination of datalriven and modelbased approaches.
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Key use cases for datalriven smart buildings areuse cases 1, 3 and 4. In those cases,research typically
considers the use of white-box, blackbox and greybox (or hybrid) models to develop smart building
applications. Software packages like Energy Plus, TRNSYS, ROESPr, Modelica have a physichased
approach and are used in the literature(Mugnini et al., 2020) These arewhitebox models with the
assumption that the person building these models in th software also understands all the rules that she is
implementing in these models Alternatively, it is possible taise training data for a considerable periocénd
developblackbox modelsusing Machine Learning (MLalgorithms. Such blackbox models are also able to
predict future values in a system and so eride monitoring, FDD and system control. These modekdy less
on physical equations that govern systemsand so they are less workntensive and less expensive to build
(compared to whitebox models that are built by humans)he downside of these blackox models is that one
typically does not know the reasons behind certain predictions: its rules arehsons are opaque to the user
and can then beconsideredless trustworthy ANNs, Support Vector Machines (SVM) and statistical regression
are among the mostcommonlyused blackbox models(Mugnini et al., 2020) Finally, a combination of the
above two models leads to hybrid models, which are also used in building energy modelling applicatiéns
hybrid model can be a combination of partly white and black bmodels. Agreybox model (fo example a RE
model) is physicsbased (however simplified) and parameters are trained based on historical datéihese
hybrid and greyobox modelsseem to be the most promising alternativéor use cases 1, 3 and 4

To summarisethe data needed for different smart building applications can be categorised a follows (see
also Fig. 4)

- Meteredtime-seriesdata from sensors- Thisdata is in the form of time series ands valuable for machine
learning applications time series analysis andorecasting, realtime monitoring etc.

- Data from external services Data from weather services(e.g., temperature, relative humidity, solar
radiation, precipitation,cloud cover,air pressure,wind speed, electricity grd (price signals)

- Occupant fealback - Data related to occupam comfort, presence and behaviour (interactions with the
building) is required by many smart building applications. These am®llected fom BMS sensors, loT
devices likesmartphones smartwatchesand surveys.

- Domain expert knowledge Control logi¢ operating sequenceschedules and rules provide knowedge on
how the systems are operated in auilding.

- Contextual data/ metadata - BIM models and drawings provide contextual and semantically rich
information about the building, materialsspaces, and construction paameters.

Metered data from  Data from external Occupant Domain expert Contextual data/
sensors services feedback knowledge metadata

Figure4 Summary of data needs

3.3 Problems and limitations irdata collection for smart building
applications

Colecting required data from buildings has been a challge for developing smart building applications
(Bolchini et al., 2017; LazarovaMolnar & Mohamed, D16, 2019; Wagner et al., 2017) It is nearly impossible
to use the raw data as it is. Itequires a major effortof preprocessing depending on the quality of datand
the application in which the data will be utilisedThe decision ofhow to clean or not clean the datasets by
handling missing and erroneous values and the choice of summeation and aggregation strategie¢Bolchini
et al., 2017) has to be decided by theanalyst When the data gathering frequency does not matctine
application's sampling freqency, filtering or downsampling is required Often, a considerabke amount of
human inputis required forcleaningthe data before using it for any applicationSome of the most canmonly
encountered problemscan be categorisedas follows

- Unavailablity of required data from the building & Many smart building applications rely on dataHe five
categories of datadescribed above and the most prominent data category is the metered sensor data
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from the buildings. However,this data can be unavailable due to many reasons such dlse absence of
sensors, data not being recorde@nd/or stored, accessibility issuesgetc.

- Poor data quality - Many smart building application methods are datdriven and the quality of the
collecteddata significantly affecs the accuracy othe results (LazarovaMolnar & Mohamed, 2016, 2019;

Ma et al., 2012). Missing samples poor calibrationand low resolutionalso contribute to the poor quality
of the data.

- Unstructured naming conventionsand tagging systems to represergyntax and semantie of data make
it difficult to understand and interpret the data (Chen et al., 2021; Suzuki, 2015)Also, when these
metadata standards are not properly documented, inakes users unclear about the provenance, quality
and purpose of data.

- Limitations dueto accessibility and privacy Accessibility andprivacyrelated issues(LazarovaMolnar &
Mohamed, 2016) often comes as a barrier to accesthe data, especially when the data involvesensitive
and/or personal data. Whendata policies and licensesre undefined, itmakes itdifficult for a researcher
to accessthe data.

These problems will always be present in existing data sets, and therefore it is of big importance that

algorithms and systems that consume such data are made as robust as possible and can take into account

the less than idealdata quality that is present inevery system and buildingln particular in the case of real

time data handling, important measures need to be taken at the data ingestion pointmake sure that correct
actions are made by the system or platform
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4 MARKET SUDY OBATA NEEDS INHEREAL ESTATE
SECTOR

Data needs in the real estate sector stem from the sustainability goals and more demanding occupants. The
traditional model of managing buildings independently, working in a highly manual way, and relying ghlii
experienced experts to run everything smoothly, is changing. The occupant demands more comfort and
control, and the facility management ismore data-driven. Therefore, the real estate sector is now facing
various data needs andequirements driven by the increasing customer expectatioasd sustainability goals.
Available sensors and various systems like BMS, EM#hd analytical platforns open new challenges and
opportunities in the real estate sector wheiit comes toharnessingthe full potential of their data.An example

of how diverse the available data sources ithe real estate sector can bdas shownin a study that reveals that

a UK government orgasation managed real estate buildings with 70 siloed system@Vaslesa & Jensen,
2019).

To investigate the data needs and the requirements emerging from the real estate sectee interviewed two
real estate companies in the Netherlandsthat are inherent part of this Brains4Buildings project:
Rijksvastgoedbedrijf(RVB and Philips Real Estate. Since the real estate companies have a good relationship
with a maintenance company to deliver the required informatidn them, the maintenance company Heijmans
which provides services forthe real estate sector in the Netherland was alsointerviewed (also part of
Brains4Buildings project)

4.1 Methodology

The nvestigation method followed semi-structured interviews with the participants. A questionnaire was
prepared initially as a guideline for the interviews (see Appendi}. Uponreceiving the consent from the
participants (See Appendix8 for consent form), several interview sessions were conducteyer a span of
several months As shown in Fig. 5, thguestionnairewas organised in 5 themes, which a total of 33 questions.
The thames for the questionnaire were use cases, data collection, data storagiata analysis and securityAs
such, this questionnaire aimed to collect data needs and requirements according to these 5 thendeas they
were prepared in advanced by the B4B consarim and particular WP4 of this B4B project.

5 Themes & 33 Questions
O O e c
01 02 03 04 05
Use cases Data Data Data Security
Collection Storage Analysis

Figure5 Categories of questions

After theinterviews were done, a detailed analysis was performed according to the schema shown in Fig. 6.
This first includes a procedure of transcribing, coding and categorizing. The results of that proceduesthen
analysed in aqualitative manner (method: qualitativeanalysis) and that leads to an understandng ofthe state

of the artin practice,future data needs and requirementsand related barriers in the real estate sectoin the
case of data needsthe survey has lead to the following needs, as will also be dissed later in this section

in more detail:

1. Compliance to legislation

2. Occupant comfort and welbeing
3. Asset performance

4. Energy performance
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Figure6 Qualitative researchconducted on real estate data needs

This section summarises the needs arising from the real estate sectérom the point of view of the three
parties that were being interviewed.

4.2 Current data needs in buildings

The complete list of needs can be consolidated and reduced to focategories. The realestate sectorrelies
ondatain orderto comply withlegislation, ensure that the occupants are comfortable and safe in the building,
ensureits assetsare performing wel] and the buildings energy performances good

4.2.1 Compliance to legislation

Buildings in the real estate sector need toamply with the Dutch government regulationssuch as energy
efficiency(ISO 50001 energy managementmaintenance (ISO 55000 asset managementhealth and safety
ARBO regulationg TNO, 2017) sustainability regulation MJA3 (RVO, 2022) etc. Also, some buildings seek
compliance with building standards such as BREEABREEAM Sustainability Assessment Method2015)

and WELL (WELL Building Institute, 202Q) Other organisation-specific regulations include RVB BOEI
inspections for fire safety, maintenance, energy efficiency & sustainabil{igentral Government Real Estate
Agency, 2018) For these purposes, buildings rely on data available from various systems such as BMS, EMS,
and Asset Management Systems.

Please refer toBRBWP4T4.1-AAAInventarisatie standaarden Brains for Buildings (B4Byr a comprehensive
list of standardsrelated to buildings

4.2.2 Occupant satisfaction and well being

A oomfortable working environment needs adequate temperature, humidity, lighting, fresh air, 2CO
concentration and sound, and it enhances the wellbeing of people working on the siteAs described above,
maintaining comfortable working conditions is also required by legislatigadheringto table A at the ARBO
regulations(TNO, 2017). Especially with the COVID 19 situatiomuch more focus has been put on air quality
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and ventilation.Occupantsas well as building ownerglemand a wellperformingventilation system for health
reasons Hence, data about ventilation and air quality needs to be tracked, monitored, and assessiedluding
the control system Furthermore in relation to well-being, it is often the case that buildings monitor
temperature, humidity fresh air, and CQ levels, yetthey do not measure lighting and sound levehdequately.
Lighting and sound (acoustics) however, have a very important effect tve tweltbeing and comfort ofusers
in a space.

Although a widearea of researchs dedicated to enhancing occupard comfortand personalised environment,
interview results show thathis is rarelyeffectivelyimplemented in practi@. One of therespondentsindicated
that they rely mainly on a reactive approach, namehdjustments for temperatureare made only in casea
complaint comes in

Further, according to therespondents the existing configurations of buildingsdo not support personalsed
environments (due to the number of zones and availableardware). Yet, if improvements of personalised
comfort and wellbeing is targeted,these zones and hardware are neededn such cases the system also
needs to be linked to the data andoreferences coming from individual usetswhich is not straightforward
technically and also not in terms ofseneral Data Protection RegulatiorGDPR and privacy.

4.2.3 Asset performance

Building owners needo make sure that their assets are performing optimall Various techniquesmake sure
that the assets are up to standards.

- To understandwhich assets are most criticatoncerningthe core process of the tenantstechnical service
provider Heijmans uses a technique called FMECHifure mode, effects, and critality analysis) to find
out what the critical assets are and store that data in the maintenance management systeithis
technique is of use in particular for use cases 1 and 5 from the previous Section (Section 3).

- The status of the asseis determinedaccording toNEN2767. This iscarried out by an inspector using
set of defined measuremens and arecording method.This can be used to detecpossible defects, their
extent, and their intensity. A score is offered froml to 6, one being very good andix being very bad A
condition score of 3is sufficient for most real estate portfolio holders or usersTechnical service provider
Heijmans uses @Prognose(OPrognose, n.d.Jor this process.

- Asset availability (downtime, malfunctions of the critical assgtés another asset performance index
Technical service provider Heijmans uses their maintenance management system whereagdlets are
captured, and all maintenance information isnade available.

- Anotheressential asset performance matrix is thecosts incurred forcorrective, preventiveand planned
(replacement of the asset)maintenance Technical service provider Heijmans useits maintenance
management system to create a MulYear Maintenance Plan

- The location of the assetss based on BIMmodels, AutoCACRD drawings and Excelsheets, as was also
outlined for use case 5

4.2.4 Energy performance

Building owners need data to know how well their buildings use energ@iey need information about different
KPIs that measure energyperformance, such as energy consumption per anThey also compare the
performance of buildings across thextensiwe portfalio of buildings.Energy consumption trends also provide
insights intothe growth or reduction of energy consumptiocompared toprevious years.

Energy labding is also an assuranceof good energy performance. For example, all offices in Philipsal
Estate should have energy label C frorthe beginning of Jamary 2023. For new rental properties Philips is
lookingforaBREEAM GOLD certificatin that way, the owners can avoid evaluating individual systehemergy
efficiency since the labdling is already a good indicator.

As mentioned earlier, energgfficiency n buildings is also imposed by gvernment regulations For example,
Philips Real Estate is part of the MJA3 (meerjarenafspraken), an agreement with the Dutch government that
needs to deliver a 2% energy reduction per year. Shawg compliance withenergy regulations such asSO
50001 Energy managementis an indicator that the building is errgy efficient.

Buildings aremaking way towardsharnessing renewable energy (mainly solar P¥hd reducing fossil fuel
usage.For example, Philipfkeal Estate is determinedto realise a transition of 75% of all energy consumption
by renewable energy sources by 2025 and 90% by 203WUherefore, building owners are finding smart ways
to utilise renewable energysuch asagreements withthe national gridto lower electricity prices during peak
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hours, battery storage and solar for EV chargingThis is therefore clearly related to Use Casefrom Section
3 above.

For the above purposes energy (electricity, water, gas) data is collected buildmgse and sometime
equipmentwise.

4.3 Data colection

Building owners depend on data collected from many sources in buildings to achigbhe above goals.
Following sources and data are commonly used for the purposes mentioned aboMewever, thebuilding
owners do not usually influenc¢he data models, namingconventions metadata standards and data storage
technigues. Suchresponsibility is passed on to the platform provider who is providing the systems.

Table1 Data sourcesand available datain buildings

Source ‘

Setpoints, measurements e.g., temperature, alarms, control algorithn
Building ManagementSystem for installations, malfunction signals, valve positions, drawings, solal
power generation
Energy Managemengystem Energy flows (gas, electric, water)
Accesscontrol system Personal data, date, time, level of access
Asset Management System Downtime, maintenance costs
Transport installations Operating hours, energy consumption, communication (elevator cage
(elevators) malfunction signals
BIM models,AutoCAD drawings Building information, location, area, installation data
4.4 Future smart building needdor real estate owners

Although the use ofdata-based decisionsis in its early stage, the interviews with respondents showed that
building owners are highly enthusiastic abouimaking datadriven decisions for optinging the building
operations. Building ownersrequirements for a future smart buildingare shown belowcategorised according
to the use cases identifiedn the literature.

Use case 19 Fault detection and diagnostics

- Identify simultaneous heating and cooling automatically

Identify faults easily (autonomous) with less involvement by engineersing Al
Informationbased decisions for maintenance, compared techeduled maintenance.
- Minimise excessenergy usage by using Al for fault detection

- Less maintenance by engineers (proactive monitoring, contrahd automation)

Use case 20 Occupancy and occupant behaviour modelling

- Increase occupant comfort leveby maraging HVAC, lighting, security, space booking holistically
- Provide flexible working spaces for occupants
- Optimal useof building space to reduce energy consumption

Use case 33 Energy flexibilityand Demand Side Management

- Regulating heating and cooling systemsased not only on the set points othe number of occupants but
also on actual occupancy, weatheand electricity prices.

- Smooth transitioning to aquifer thermal energy stores with electric heat pumps from gasd equipment

- Lower the electricity usage fronthe grid during peak hours by introducing batteries and agreements with
the national grid

- Benefit from cheap energy when it is availabley using batteries for storing solar energy.

- Understand where energy savingare possible using data.

- Using energy KPlIs to benchmark energy usage

Use case 49 Efficient HVAC control
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- Different climate for different rooms, if possible, if it is consuming less energy

- Buildings heating and cooling system needs toespond to the actual location of the equipment that
generates heat

- Automated decisions to operate the building ithe most sustainable way

Use case 59 Facility managementmonitoring and controlling building performance

- Integrate asset management systems withreergy management systemfor detailed analysis of energy
consumptionof assets
- Developing BIM models and digital twins to replicate the performance of the building

4.5 Problemsand limitationsin using datain real estatebuildings

Based on the interviews, wrecognised the fdlowing probems and limitations when uilising data to achieve
the targeted goals.

4.5.1 Data collectionand managementis the responsibility ofthe service
contractor, not the real estate owner

Usually, the data collection is a part of theervice provided by a platform provider. Real estate owners do not
interact directly with the datathey are rather interested in the information that thegeceivebased onthe data.
Therefore,a sub-contractor isusuallyresponsible for installing any aditional sensors, data collection, storage,
analysis, and delivering the information to real estate owners.

Due to the absence of acommon information model, building ownersare forced to accept the platform
providers information model Due to thechanging nature of contract with platform providers the information
model that one contractor developsdoes not agree with one anotherAs a result,the owner suffers froma
lack of understanding of their data.

Consequentlyreal estate owners €.9. RVB)do not have a lot of information about the data model, set points,
etc. It is considered thecontractor'sresponsibility and it appears to bea black box to them According to RVB,
real estate ownersneed to be able to manage their data, but avareness alout the value of data and the

position of data in business has to growithin the organgation before that.

4.5.2 Fragmented solutions due to large portfoliand many stakeholders

With a large portfolio of buildingsthe real estate sectorhas too manystakeholders involved The reeds and
requirements of these stakeholders differ; services and therefore, data collected by each party are
fragmented, makinga less clearoverall picture to the real estate owneabout how to optimally use available
data. They need to meet the usées needs while also being energy efficienTheyneed to know where the set
points need to be onthe portfolio level for better energy managementAlso, users are more demanding of
data; for example, with the COVID 19 situation, users demand more data about safety, ventilatand hybrid
work form. They seek answers for,

- Can we use available data to answer these new questions, or do we need new data?

- What data do we need to implement new applications such @ 06 w o r khecgeldand ese spaces
optimally?

- What data do we need to plan maintenance and cleaning for operational use?

- How can we provide overall solutions rather than several different soans?

- How far can we go with available data, and what additional data do we need to collect?

In summary, these questionscome down to identifying the target application, reusing available data and

collecting any additional needed data.

4.5.3 A krge amount of manual work involved in dta analysis

The last identified problem ighat a lot of manual work is needed to perform data analysi$his problem also
relates to the (unsurmountable)“poor data quality’ identified in the literature. The amount of manualwork
involved with data cleaning and analysis is identified asraajor limitation and challenge In RVB, @ta about
energy usage in the buildings (gas, electricity) are analysed to indicate performance leakages and identify
options for optimsation using RSuite twice every yearapproximately for 100 buildingsUsually, manual data
analysis is performed to plan preventive maintenance activities, annual operating plans and budget estimates
and itinvolvesa lot of manual work
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Data validation is also a manal process.Data validationmethods are usedand indispensable, e.gchecking
if the datafrom one dayis differentcompared to the day or week beforeand trying to find out why thereis a
difference. Automatic methods can be used to calculatealuesand make comparisons, butesults fromthese
methods often need to be validated manually-or instance, ifenergy use dataare exactlytwo or five times
higher than before there can either be a fault, or any other explanation may be in place (evglues mayhave
been set somewhere from a metexr Another limitation according to RVBis that there is no direct connection

between RVB (data) storage and the analytics environment. Data analytics platform R Suite is hosted in the
government's data cente.
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5 STATE OFHEART REVIEW OF EXISTING DATA SOURCES
AND DATA PLATFORMS IN BUILDINGS

The huilt environment is a complexinterconnected system and the list of data sourcesin a building is
potentially endless We try to include the commonly available systenfaonexhaustive)as availabk in the
literature and living labs selected for the Brains for Buildings project. Throughautuildings lifecycle, different
forms of dataare used for different purposes. Irthis report, we focus more on the operational phase of a
building and the datathat is important in this phase.

Main sources of data in the operational phase of a building include

- Building Managementsystems(BMS
- Energy Managemensystems(EM9
- Smart meters and loT systems

- Asset Management Systems

- Building Information Models (BIY

- ICT systems and equipment

- External services such as weather

- Post occupancy surveys

However the systems installed and their functionalities differ from building to buildingAvailable data in these
sources are described under two categories, operational data and contextual data. Operational data can also
be referred to as dynamic data. This datis usually available as timeseries data continuously streaming from
sensors. Contextual data refers to static data such as building information models, floor plans, semantic
descriptions of sensors and devices etc. These two categories cannot be describedtidictly since many
systems described below consist of both categories.

5.1 Operational data

5.1.1 Building Management System

The Building Management System (BMSgalso called Building Automation System (BAS$ the dominant
source of information in buildings. lis used for monitoring and controlling mainly electrical systems like
lighting and power, mechanical systems like HVAC, fire, elevators and securing systems like access control. In
general,the main objective ofa BMS s to fulfil the occupantsneeds while maintaining energy consumption

at a minimum. Operational data available from a BMS includes

- Occupant comfortrelated data - Air temperature, humidity, CO2, VOC, CO, air velocity, mean radiant
temperature, light level, occupancy

- Energyconsumption related data- water/gas/electricity consumption

- Machinery characteristics- refrigerant temperature, electricalmachinerycurrent, voltage, power factor,
machineryvibration, return and supply air temperature, set points

Other than that contextual data like floor plansand asset schedules are included in a BMSsigure 7 shows
the screenshot for aSCADA system as managed by Kropman InsiteVighis interface shows both the dynamic
data (active state of individual components in the system) antlé static data (system structure and properties
and names of system components)n this case, the static data is represented using a typical HVAC system
schematic. Other BMS systems can use other representations, such as 2D floor plans or 3D model viaws i
the case of facility management use cases (see Section 3).
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Figure7 Snapshot ofKropman InsiteViewSCADA System

5.1.2 Smart devices and IoT systems

There are many mart devicesin buildings with the widespreadadoption of 10T technologies. For example,
smart energy meters,air quality sensors smartphones and watchescollect and communicate data using
Thread,WiFj Bluetooth, Zigbee, BLEtc. I0T devicescommunicate dataacquired from sensors ad actuators,
and communicate these data to the cloudoT platformusing various communication standards like GPRS,
WiFi, COAPMQTTand HTTPR Matter is the latest protocol to connect to I0T devices. It is amitiative of
the Connectivity Standards Alliangeand developed through collaboration amongst all the leaders of the 10T
industry. Fig. 8 shows the ecosystem of loT inatling communications, data storage and analytics

loT Platform

B Analytics and visualization

L NO_S_QL RDB_MS Device management system

REST services - Data streaming

HTTP
GPRS WiFi CoAP MQTT over
REST
( -
Data handling ]
L loT gateway
Data handling Data handling [ Data handling
L loT device loT device loT device J

A A A

Y Y k.

Sensors and actuators

Figure8 Smart devicesin buildings (Pethuru Raj, 2017)
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Other systems includeasset management systems maintenance management sgtems, access control
systems etc.However, BMS and loT devicesake the most part ofmetered sensor data andhey arevaluable
in developing data driven methodsespeciallyrelated touse cases 1, 2, 3 & 4.

5.2 Building contextual data/ Semantianformation

5.2.1 BIM Models

While the operational dataincluded above mainly concerndime series data, another invaluable source of
information is contextual information which is one of the main sources of information in use case5.
Traditionally, the constration industry is known to bédocumentcentric’ (Pauwels & Petrova, 202Q)Building
information such asstructural, architectural and MEP drawings, materials schedules, device characteristics,
regulations, specificsions, are usually available in the form of 2D drawings and document$he huilding
Information Model (BIM)(C. M. Eastman et al., 2019)s now an essential component of the Architecture

Engineering and Construction (AEC) industAn example can be seen in Fig. 9 for part of the Atlas building in
TU Eindhoven.
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Figure9 BIM Modelof Atlas Building Tle

A BIM model can be defined as the digital representation of a building that contains semantic information
about the building elements(Pauwels & Petrova, 2020 A properly developed and managed BIM model is a
data source of high fidelity. It includes geometry, spatial location, and a broad representation of metadata
about the properties of the building, its subsystems, devices, MEP equipment, €. Eastman et al., 2011)
These may be available in a closed data format (e.g., Revit) or neutral data format (e.g., IFC standard). What

does not fit in these BIM models are timseries data (dynamic data), so the BIM model is primarily used as a
static source of data.

5.2.2 Sensor Metadata

In a sensor measurement, itvalue and timestamp are the key componentsHowever, its metadata is equally
important in many aspects.Metadata means data about data. Properties of different equipment, sensors and
controls used in buildings are represented using metadata. For example, a sersatevice id, function,
location, type, units, manufacturer, relationship with other systems, and any descriptiohthe measurement

are its metadata. An example of such BMS sensor metadata is showrFigure10 for the BMS ofAtlas Living
Lab.
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ItemName

4

ItemDescriptionDutch

4

ItemDescriptionEnglish

11NROO9SLT-030PIRTM

AANWEZIGHEID 9_701

PRESENCE 9_701

11NROO9TE-033CPA

CPA VIA WANDMODULE RUIMTE 9_Z01

CPA VIA WALL MODULE ROOM 9_Z01

11NROQILT-033PIRTM

AANWEZIGHEID 9_701

PRESENCE 9_701

11NROOSTE-030CPA

CPA VIA WANDMODULE RUIMTE 9_Z01

CPA VIA WALL MODULE ROOM 9_701

11INROOSLT-104PIRTM

AANWEZIGHEID 9_V04

PRESENCE 9_V04

11NRO09QT-104C02

*CO2 METING 9_V04

*CO2 MEASUREMENT 9_V04

11NROOSTE-104CPA

CPA VIA WANDMODULE RUIMTE 9_V04

CPA VIA WALL MODULE ROOM 9_V04

11INROOSFT-104FLW

FLOW TOEVOER VAV 9_V04

FLOW SUPPLY VAV 9_V04

11INROOSLT-102PIRTM
11NR009QT-102C02

AANWEZIGHEID 9_VO01
*CO2 METING 9_V01

PRESENCE 9_V01
*CO2 MEASUREMENT 9_V01

11NROO9TE-102CPA

CPA VIA WANDMODULE RUIMTE 9_V01

CPA VIA WALL MODULE ROOM 9_V01

11INROO9FT-102FLW

FLOW TOEVOER VAV 9_V01

FLOW SUPPLY VAV 9_V01

11NR009QT-305C0O2

*CO2 METING 9_445

*CO2 MEASUREMENT 9_445

11INROO9STE-305CPA

CPA VIA WANDMODULE RUIMTE 9_445

CPA VIA WALL MODULE ROOM 9_445

11NROOILT-305PIRTM

AANWEZIGHEID 9_445

PRESENCE 9_445

11NROO9FT-305FLW

FLOW TOEVOER VAV 9_445

FLOW SUPPLY VAV 9_445

11NROO9FT-304FLW

FLOW TOEVOER VAV 9_442

FLOW SUPPLY VAV 9_442

11INROQSLT-304PIRTM

AANWEZIGHEID 9_442

PRESENCE 9_442

11NR0O09QT-304C02

*CO2 METING 9_442

*CO2 MEASUREMENT 9_442

11NROO9TE-304CPA

CPA VIA WANDMODULE RUIMTE 9_442

CPA VIA WALL MODULE ROOM 9_442

11NROOQ9TE-059CPA

CPA VIA WANDMODULE RUIMTE 9_421

CPA VIA WALL MODULE ROOM 9_421

Figure10 BMS Sensor Mapping Table

It has been widely discussed in the literature that the available metadaimambiguous, building and vendor
specific and not machinereadable in many casegBhattacharya et al., 2015; Mishra et al., 2020; Stinner et
al., 2019; Suzuki, 2015) This makes it difficult to maintain the unifomity of the sensor and hinders the
development of applications for analytics without expert prior knowledge of existing systgBbattacharya et
al., 2015). Further, due tothe lack of meaningfulness in the labelsthe knowledge that can be inferred is
limited.

Brains for Buildings projectprimarily aims at developing solutions to improvehe overall performance of
buildings by developing solutions for fault detection and diagnogiBDD) energy flexibility and improving user
experience. More often than not, these applications need knowledge across multiple systems in a building, for
example data from HVAC, fire, lighting, access control system eftbove systems areusually installed by
different vendors and therefore follow different naming conventions making it difficult to understand the
data. If the metadata is not properly documentedhen a lot of interpretation work needs to happerAnd even

if the metadata is welldocumented, the different buildings and systems use diverging standards and
conventions, leading to lots of manual work to adapt procedures and systems from building to buildiag
example naming convention for a room teperature sensorin Atlas Living Lalkis 11NROO8TEO01 TRLwhich

is atemperature sensor (TRL)on the 8th floor (8). This information is available from the mapping tablghown

in Figure10, yet often needs to be manually assembled and used

53 Data formats

Most common data formats for exchanging operationéime-seriesdata are CSV (Comma Separated Values),
JSON JavaScriptObject Notation) Excel (xbx), XMLand pdf. It is muchmore common that data extracted from

a local BMS follows xtsor CSV formatThe source data is typically stored in relational data stores (SQygt

those stores are seldom directly available from the system provider. These SQinpliant databases are at

best accessible through an API owned by the vendor; hence, users are often limited to these CSV and XLSX file
formats. An example data set extreted from the Atlas Living Labat TU is shown inFgure 11. The frst row
shows the sensor labelghat need to be matched with the labels in Fig. 10
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Timestamp 11NROOSLT-059PIRTM 11NROOSLT-301PIRTM 11NROOSLT-302PIRTM 11NR0O08QT-013C02 11NRO0SQT-038C0O2 11NROOSQT-039CO2 11NRO0SQT-040C02 11NRO0SQT-301C02
1/1/2021 0:02 2 2 2 437 435 436 449 425
1/1/2021 1:02 2 2 2 440 442 445 451 427
1/1/2021 2:02 2 2 2 439 441 444 449 425
1/1/2021 3:02 2 2 2 433 438 443 459 227
1/1/2021 4:02 2 2 2 439 442 442 459 428
1/1/2021 5:02 2 2 2 435 437 445 463 432
1/1/2021 6:02 3 3 3 449 443 447 456 430
1/1/2021 7:02 3 3 3 436 447 444 451 426
1/1/2021 8:02 3 3 3 a42 448 448 461 433
1/1/2021 9:02 3 3 3 434 452 458 456 431
1/1/2021 10:02 3 3 3 433 454 452 463 438
1/1/2021 11:02 3 3 3 445 452 450 458 433
1/1/2021 12:02 3 3 3 448 450 450 466 428
1/1/2021 13:02 3 3 3 443 448 447 457 440
1/1/2021 14:02 3 3 3 449 244 449 462 237
1/1/2021 15:02 3 3 3 448 440 447 454 429
1/1/2021 16:02 3 3 3 443 442 443 444 441
1/1/2021 17:02 3 3 3 445 437 446 450 440
1/1/2021 18:02 3 3 3 444 440 448 453 438
1/1/2021 19:02 3 3 3 444 492 445 456 442
1/1/2021 20:02 3 3 3 445 439 448 452 440
1/1/2021 21:02 3 3 3 445 441 449 450 441
1/1/2021 22:02 3 3 3 a47 444 447 451 439
1/1/2021 23:02 3 2 3 448 440 449 455 a47

1/2/2021 0:02 2 2 2 447 436 448 450 441

1/2/2021 1.02 2 2 2 439 442 448 457 439

1/2/2021 2:02 2 2 2 443 442 446 463 442

1/2/2021 3:02 2 2 2 445 439 441 466 446

1/2/2021 4:02 2 2 2 438 435 447 456 441

1/2/2021 5:02 2 2 2 438 437 451 453 439

Hgure 11 Atlas Living Lab data extracted from BMS in excel format

It is very common for an API to return data in JSON format. JSON files are maai@adable and human
readable and transport data in keyalue pairs. For example, a JSON response (for a request of detarces
from Kropman InsiteView takes the format shown iRigure12.

Get Data sourcesRequest- GET

https://ivs.kropman.nl/insitereports/data.php ?action=getdatasources&token=c41b0@
nzyzzjeOndcyndé&sort=id

Get Data sources Response

1A

2 "success":true,

3 "datasources":{

4 "26"{

5. "name":"Kropman Breda [IV32]",

6 "type":"InsiteView H istory",

7 "datapoints":{

8 "1":"Buitentemperatuur NO [Weerstation] 1 -2TT2[ \u00bOC] [3.1.1537]",
9. "2":"Buitentemperatuur ZW [Weerstation] 1 -3TT1[ \uOObOC] [3.1.1538]",
10. "3":"Aanvoertemperatuur [C.V. ketel] [ \ u0ObOC] [3.1.1539]",

11. "4":"Retourtemperatuur [C.V. ketel] [ \ uO0bOC] [3.1.1540]",

12. "5":"Ber.aanvoertemperatuur Ketel [C.V. ketel] [ \ u00bOC] [3.1.53021]"
13. }

14. }

15. }

16. }

Figure12 JSON response from Kropman InsiteView API

Some API responses tak&XMLformat, if they are implemented using the older SOAP web service technigue
For example,Figure 14 shows the Envision Manager API response for energy consumption in a particular
location. Envision Manager is the smart lighting control system in the Atlas Living Lab, TU Eindhoven. It pvide
a SOAMased webservice for getting and applying illumination lev&l correlated colour temperature (CCT)
etc. In addition to the SOAP API (XML) or the REST API (JSkedg applications often providealso a web
interface where uses can login and visualise the data in dashboards, as shown ifig. 13.
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Figurel3 Envision Manager User Interface

<locationID>00000000-0000-0001-0000-000000004A44</1locationID>
<metricReportList>
<fromDateTime>2021-11-09T00:00:00+4+01:00</fromDateTime>
<tcDateTime>2021-11-09T00:59:59.999+01:00</toDateTime>
<avgKW>0.006</avgKii>

<endAccKWH>67.536</endAccKWH>

<maxKW>0.006</maxKii>

<minKW>0.006</minKw>

<startAccKWH>67.53</startAccKWH>

</metricReportList>

Figurel4 API responseof the Envision Manager Lighting control system XML

54 Integrating heterogeneousystems anddata sets

Smart building applications rely ordifferent systemssuch as HVAC lighting, alarms, energy metersuitility,
weather services, smart devices, etcthat normally generate timeseries data.Other than the timeseries data,
Building Information Models (BIMYC. M. Eastman et al.,, 2019) IFC files, and product databases also
contribute to the data in the built environmet However, there is little interaction between these islands of
data (Curry et al., 2013; Hu et al., 2016¥ue to their heterogeneityLackof interoperability has been identified
as a technical barrier that hinders theesearch and development of smart building application3 herefore, a
significant body of research and commercial partiegwvestigate how these data silos can be integrate To
that end, various techniques have been developeduch as semantic taggingdata schemasand ontologies
for AECand BASindustry. The below sectionsprovide some documentation and indications in these
technological directions.

55 Data Modelsand Schemas

Due to the heterogeneity of building data, a data model is useful to define data points in an understandable
and reusable manner For example JFC(Industry Foundation Classes (IFEBuildingSMART Technicah.d.)is
a standardised data malel that is intended to describe architectural, building and construction data.

551 IFC

IFC is an open international standard for BIM data that are exchanged and shared among software applications
used by the various participants in the construction or fadilimanagement industry sectoflSO- SO 16739
1:2018 - Industry Foundation Classes (IFC)rf@ata Sharing in the Construction and Facility Management
Industriesfi Part 1: Data Scheman.d.) It is also a platformneutral open file format specification

However, not all aspects of the built environment can be modelled in IFC. For example,ugiat part of the
operational phase of a building is the dynamic sensor data, whichideallynot represented using IFC. Another
point is that, although the IFC standard describes many common HVAC, lighting, and sensor devices, they are
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not capable of repesenting the context of the devices contained withifFierro, 2021) IFC is relatively
unpopularin the BAS industry and is more used in the context of Bivid the AEC sector for engineering and
construction operations Therefore, several other data models have been developeahd some of themare
discussed in what follows.

5.5.2 OtherData models

- iotschema.org (Full Hierarchy- lotschema.Org, n.d.)is an extension of schema.org that provides
vocabularies to enable semantic interoperability for connected things across diverse I0T ecosystems.
These vocabularies are developed BW3C Community Grougchema Extensions For I6T

- Goode Smart Homeprovidesa schema for 10T devices and their actions for a smart home.

- openHABSs an IoT platform for Smart Homest proposes a semantic modeto logicaly structure the home
and equipment (Semantic Model | OpenHAB, n.d.)

A plethora of other data modelsre also available, especially for 0T applications, which are not included in
the above list for simplicity. The landscape of 10T is diverse in terms of coomitation protocols and data
models for data exchange, making it a challenging situation for developers. Web of Things (WoT) aims to
increase flexibility and interoperability for crosdomain loT applications by introducing a simple interaction
abstractionbased on properties, events, and actionfDocumentation- Web of Things (WoT) (W3.0rg), n.d.)

"Smart data Model$ (Smart Data Models, n.d Smart Data Models FIWARE, n.di$ an initiative that aims to
develop harmonised data models to support the adoption of compatible common data models. This smart
data model includes three elements: the schema (technical representation of the modeffining the technical
data types and structure), the specification (a written document for human readers) and examples.

5.6 Semantic Tagging

5.6.1 Project Haystack

Project Haystack is an opesource initiative to develop tagging conwvetions and taxonomies for buildhg
equipment and operational data Haystack isa popular metadata standard among many BAS vendors
Haystack caporation includes industry partners from Honeywell, Siemenstc. Haystack developed
standardised tags for describing datgiving the datamore meaning by adding metadat to it. This makes data
more discoverablefor other applications These tags describe the metadata, and the tags can be applied at
the device level, controller level or server leveA full list of tags is available atProject Haystack (projeet
haystack.org)

The Dbllowing example shows Haystack taggpplied to a temperature sensor in an air handling unif set of
name: value pair (such as unit: "°F")is known as adict (dictionary) Tag names without a value (such as
discharge, air, temp) are calleanarkers. These marker tags can alo be combined (such as temysensor).

A Haystackrepresentationcan be encodedin file formats Zinc, JSON, Trio, CSV or RBR.Air Hanting Unit
(AHU) described iTrio format is shown inFigure 15. In this example,an element is described with identity
id:@a0001. The description of the equipment is given by didipha Airside AHQ. Twotags Gahu6 an d
ochilledWaterCoolingdescribethe chilled water system Reference to a chilled water plant is made using the
chilledWaterRef:@a7b8 line. Ta gs t h adlecof,aquipd o & motMatérHeatingdescribe the hot water
system which is referred by using the referendeotWaterRef: @#@7da.

id:@a-0001

dis:Alpha Airside AHU-2
ahu

chilledWaterCooling
chilledWaterRef:@a-07b8
elec

equip

hotWaterHeating
hotWaterRef:@a-07da
hvac

singleDuct
siteRef:(@a-0000

vavZone

Figurel5 Haystack exampleof tagging ofan Air handler Unitin Trio format
(Source: Project Haystackd Examples)
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5.7 Ontologes in building domain

Ontologies are used for integrating heterogeneous databases due to their independence from laeeel data
models(Gruber, 1993) In contrast to data models, these ontologies are independentedrticular applications
since they consist of generic knowledge that can be reused by different applicatiofSpyns et al., 2000)
Several vocabularies and ontologies such eéBASont (Ploennigs et al2012), SAFEEF (Daniele et aJ.2015),
SSN(Haller et al., 2018) RealEstateCordHammar et al., 2019) Haystack(Project Haystack- Tags 2020),

and Brick (Brick Schema Building Blocks for Smart Buildings2019), BOT (Rasmussen et al,(2017)),
PRODUCT, and PROPS etc. have emerged to fulfil different information domains in different phases in the
building lifecycle. However, to the best of the authdisnowledge, HaystackBrick and REC ontologeare the
ones that aremost commonlyrecognised by BAS practitioners and therefore, they are discussed in brief in
what follows.

5.7.1 Haystack Ontology

The Haystackontologyprovides standardised modelling of site, space, equipment, point, device and weather
entities (Pointsd Project Haystack2022), which are described brieflybelow.

- site: single building with its own street address

- space location or zone within a site

- equip: physical or logical piece of equipment within space
- point: sensor, actuator or setpoint for an equip

- weatherStation weather station observations

- device computers, controllers, networking gear

An example AHUrepresentation usingTrioencodingwas shownearlierin Figurel5. When modelled using the
Haystack Ontologythe result is the data representationshown inFigure16. The Haystackontology uses the
ph:hasTag relationship to represent the tags associated with tlegiuipment To define the relationships with
other equipment, it uses phloT.chilledWaterRef, and phloT:hotWaterRef Similar other relationships and
properties can be represented as preferred, leading to a graph of data and metadata.

_:a-0001 a phIoT:ahu ;

ph:hasTag phIoT:ahu,
phIoT:chilledWaterCooling,
phScience:elec,
phIoT:equip,
phIoT:hotWaterHeating,
phIoT:hvac,
phIoT:singleDuct,
phIoT:vavZone ;

rdfs:label "Alpha Airside AHU-2" ;

phIoT:chilledWaterRef _:a-07b8 ;

ph:dis "Alpha Airside AHU-2" ;

phIoT:hotWaterRef _:a-07da ;

phIoT:siteRef _:a-0000 .

Figurel6 Haystack example ofepresentingan Air handler Uniusing Haystack Ontologin Tuttle format
(Source Project Haystack Examples)

5.7.2 Brick Ontology

The Brick ontologyis designed with a focus on supporting energy applications based on BMS in commercial
buildings. It iscapable of representing physical, logical and virtual asseits buildings andthe relationships
between them.Brick uses OWL and RDF standards to defitige ontology Figue 17 showsan examplethat
represents common HVAC componentssing Point, Location and Equipment classeand their relationships

in Brick schema.
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Figure 17 Modelling with Brick(Brick, 2022)
Figurel18 shows areal-world example of representing an AHU using Brick.

soda_hall:ahu_Al a brick:AHU ;
brick:feeds soda_hall:vav_C180,
soda_hall:vav_C300,
soda_hall:vav_C300B,
soda_hall:vav_R784 ;

brick:hasPoint soda_hall:ahu_occpy SODAl OCCPY,
soda_hall:ahu_start_stop SODAlL S_S,
soda_hall:curtl_ SODAl CURTL,
soda_hall:override_event_ SODAl EVENT,

soda_hall:rat_ SODAl1l_LOW_RATZ2,
soda_hall:rat_ SODA1l_LOW_RAT3,
soda_hall:rat_SODAl_LOW_RAT4,
soda_hall:rat SODAl__LOW_RAT,
soda_hall:smoke_alarm SODAl_ SMK_ALMZ2,
soda_hall:smoke_alarm SODAl_ SMK_ALM3,
soda_hall:smoke_alarm_ SODAl_ SMK ALM4 ;
brick:isLocationOf soda_hall:supply fan S11 .

Figure18 Brick representation of an example AHU (Source: Brick Soda Hall)

A comparison of Haystack and Brick ontologies is done Ruinn & McArthurn2021), revealing the following
important facts.

- Both ontologies are machinegeadable since they are serialised in standard formats.

- Freedomto useflexiblesemantics allows Haystack to represent a variety of buildinggat falls outside the
norm. However, this flexibility compromises tle portability of smart building applications across buildings

- Since Brick represents concepts in a prescribed manneit allows smart building applications to be
portable across buildings.

- Haystack use the concept of Tags to represent semantic conceptsand any inconsistency of
representations leads todifficulty in reading and relating the tags to realorld meaning. When the
ontology is not human readable, it becomes difficult for a user to query

- Brick supports interoperability with other ontologiesuch asBACS, SAREF because they all use the same

ontology larguage(RDF format) This allowsfor making more holistic smart building applicationddaystack
is still in the process ofserialising to RDF.

5.7.3 RealEstateCoréOntology(REC)

RealEstateCore is an OWL ontologlyat enables data integration for smart buildingsREC is developed by a
consortium including some of the largest real estate companies Northern Europe. REC focuses on merging
and bridging four domains: Business administration, Digital representation of theildings elements 8 BIM,
Control and operation of the building BM%nd IoT technologies.

Theexample inFigure19 showsthree VAV device¥AV.1.01, VAVL1.02, and/AVL1.03hat belong to an AHU,
AHUW.1.01. Theirassociatedsensing is definedusing thehasCapabilityrelationship.
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TemperatureR isPartof
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Room Room
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b

hasCapability  hasCapability hasCapability

Figurel9 RealEstateCoréOntologyexample usage in Azure Digital Tw{ource : realestatecore.ip(Hammar
et al., 2019)

Abovethree ontologiesas well asother ontologiesthat applyto the Smart Buildingdomain areshownin Figure
20. This diagramshows that IFC and Haystactake an object-oriented approach while other ontologies such
as SOSA, SSN, OSPH, B@dOW!L. SAREF and Brick take Descriptive Logic approach.

Haystack
BAS devices, controls, Building and BAS
topology, BAS functional relationships

|
Zinc

HVAC Zone 01
isPartOf

serves

locatedIn

FlowSetpoint3

SAREF
appliances, BAS devices, controls , energy.
building systems

Brick FC
BAS topology, BAS devices, BAS ifcOWL
5 ; comprehensive
relationships, BAS controls and QWL representation of IF
building topology

actuation

BACS
BAS devices, appliances, BAS topolog

BOT
building topology

OSPH
state and performance history

Ontology Pardigm

Description
Logic

SSN
ensors and observation

Object
SOS_A Centered
features of interest

Figure20 Ontologies inthe smart building domain(Quinn & McArthur, 2021)

5.7.4 Industry Alignment with Metadata Schensa
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Literature reviews and overall market studies indicatthat the Brick ontology and Haystack standard hee
gained traction in the building industnand are the most popular metadata standaréh the building industry.

- According tathe Brick Schema website, Johnson Controls and Schneider Electric are commeroinbers
of the Brick consortium.

- According to the Project Haystack websitéis board members includeConserve It J2 Innovations
Legrand Lynxspring Siemens and SkyFoundry They also have 23 associate membersncluding KNX
Association and Tridium.

- ASHRAE BACnet Committee is collaboratively working with Project Haystack and Brick ScheR&HRAE,
2018; Haystack Connect | The Place for the Project Haystack Community to Networkai@h Create Syner
Gy, and Generate New Business Opportunities.d.) According to the ASHRAE websitthe collaboration
will result in unification and standardsation enabling interoperability on semantic information across the
building industry, particularly in building automation. The unified effort is meant to ease the exchanging
of data over established communication protocols like Haystack web services or BACnet, and when
applied on data stored in databases and cloud applications, Wsupport machine interpretation of the
semantics of such datd (ASHRAE, 2018)

RealEstateCorealso has an ecosystem certification program for companies, orgaations, and individuals
that provide applications basedn the RealEstateCore ARCERTIFICATIORealEstateCore, n.g.

5.7.5 Semantic graphs

A semantic graph can be used to describe a building and its systems using standard syntax and semantics.
This semantic graph can then be used to identify the relationships and properties of each component in the
building. An example of a semantic graph of Atlas Living Lab in TU/e is showrFigure21 Part of the graph
representation of Atlas Living LabThis graph has been described usjnBrick ontology and BOT ontology.

space_11721
space_11853

space_11578
ROOMCTEMPERAT URE space_11458
h Fl
-8-140 StvEioer space_1144 space_11974
emperature_Sensor space_12103
P
i1 3 space_11216 & >
2 space_10082
o @ G yo° s space_12223
Y Space
y type (
Occupancy—Senso " o
Room ty space. 1264 3 ) $pace—1023 space_10203
S D6
;01 ) _11338 i ‘C i
W _, space_10471 space_10332
i pace__11096 space_10715
y 9 B space_10976 space_10593
ensor:Philips Actilu space_10855
Basic Lighting )
fixture:Basie Lighting Beslihoy
fixture:Basie Lighting
Figure21 Part of the graph representation of Atlas Living Lab
5.8 Data platformsfor smart buildings

Penetration of Digitalization, the Internet of Things, Digital Twin, Big Data, Cloud Computkmgl, Artificial
Intelligencein the built environmentis increasing. There are numerous heterogeneous connected devices and
controllers within a building that need to be coordinated fahe above advancements This coordination is
beyond the capability of traditional BMSsand therefore, buildings rely on otér software solutions referred to
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as middlewae. Middlewareresides between the hardware devices and other data sources that produce data
and the applications using these datgPrakash et al., 2020)

- Vendorspecific software
Some of hese solutions origina¢ from wellknown building industry market leaders sule as Honeywell,

Schneider, Johnson Controls, Siemens e®neexampleisEc 0 St r ux ur e E BamiSthdeiderg Ad v |
Vendorspecific software solutionsprimarily allow integrating theirown devices and applications

- Vendorneutral Platforms
Some other companies provide software and analytics that are interoperable with hardware and sensors
from other vendors.One such widespread solution is th&ridiumNiagaraFramework. It facilitates aropen,
no vendor lockin framework to connect differentsystems and is supported by a community of System
Integrators and DevelopersOthervendorneutral IoT Platforms include ThingSpeak, The Things Network,
FIWARE, openHAB and Tuyyahich allow the integrating smart sensors and meters from different
manufacturers.

- Opensource platforms
Furthermore, some efforts aim to create open data platforms, mig such data platformsavailable to the
public. Threesuch examples ofopensourcedata platforms areBEMServer, XBOS and BEMO$$what
follows, we try tabriefly identify theirmain featuresaccording to authors, but it is not the intentiormf this
writing to confirm their fundionality.

BEMServer(Bourreau et al., 2019;Home-BE MSer ver , the Worl dds Premier O
Management Platform n.d.)is an opensource platform with

- Storage techniques fothe building datamodel, timeseries data and events.

- A data model based on IFC and Haystack called BEMOnt

- Data preprocessing 9unit conversion, time series resampling, data cleansing)

-  ARESTAPI

- Datavisualisation tool based on Grafana

According toXBOS(Fierro & Culler, 2015;XBOS Overew - XBOS Docsn.d.) this opensource building
operating systemprovides the following features.

- Hardware Presentation Layer

- Canonical Metadata Definition, Storage, and Usage

- Control Process Management

- Building Evolution Management

- Security:Authorsation and Authentication

- ScalableUX and API

BEMOSSBEMOSS2015) is also an open sourcesoftware designed for small and medium sized commercial
buildings featuringan open source architecture, interoperabilityscalability,and security. It supports Zigbee,
Modbus, BACnetHTTP, openADR and Smart Energy protocols.

IEA EBG Annex 81- Data-Driven Smart BuildingsSubtask Aalso aims atdevelopingOpen Data and Data
Platforms to develop methodologies that support the implementation of retime Open Data sharing in
buildings.
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6 MARKET STUDY ON EXISTING DATA AND SMAR
BUILDING DATA PLATFORMS

6.1 Introduction

Building owners continuously seek better monitoring ancbntrolling mechanisms, analytic algorithms, and
intelligent devices for delivering services that make buildings more energificient. These functionalities
cannot be met by usingegacy BMS systems due to thelimited integration capabilities their analytics are
inadequate for the job, they lack the required software applicationand they have legacy user interfaces
(Sinopoli, 2016) Therefore, most buildings use services from building platform providers that haaautions
to integrate muliple systems and provide useful information via analytics, reporting and dateven
applications

Building solution platformshave been developed with a variety of features and complexity to handle the
complexity of modern buildingsThe dobal smart building market is dominated by giants such as Honeywell,
ABB, Johnson ControjJsSchneider Electric, Siemens et®rivais also dominant in the NetherlandsThese
systems provide a variety of data in diverse formats and approaches this Section 6, the aim is to evaluate
these data sources and find out to what extent they can respond to the data needs and requirements listed in
Section 3 and 4.

In chapter3 and 4, we identified whatthe data needs and requirements in buildings areTo investigateto
what extent software solutions and systems are able to supply the needed datee interviewed three platform
providers in the Netherlandghat are part of the B4B projectKropman, Cloud Energy Optimizer and Simaxx
TechnologiesHence, the results in thisChapter are composed using a method that is identical to the method
used in Chapter 4, only with different participants and different questionSemi-structured interviewswere
held with the participants. A questionnaire was prepared initially as a guidwt for the interviews (see Appendix
2). These questionsaim at understanding existing and emerging data needs, data types, data collection and
analysis methods, security, etc. Upon receiving the consent from the participants (See AppeBdiar the
consent form), several interview sessions were conductedfter the interviews, a qualitative analysis was
again performed, similar to what was documented in Section 4p understand the state of the art, future
directions and barriers when using data ithe smart building sector.

This section summarises the needs arising from the platform providefiom the perspective of the three
parties that were interviewed.

6.2 Solutionsavailable insmart building platforms

The main functionality of a smartbuilding platform provider is to collect, analyse and provide meaningful
information to the enduser of the building. Some of thdunctionalities identified by the platform providers
who participated in the interviewsare described below according to théive use cases identified from the
literature and maket studyin Chapter 3

6.2.1 Use case 1- Fault detection and diagnostic analysis and alerts

Detecting and diagnosing problems in buildings can be done with the helppafople with expert knowledge.
But this is timeconsuming and erroprone work. Automated diagnostics can use rulgased techniques such
as maximum/minimum limits and other machindearning algorithms to detect faults. These applications use
algorithms that search for anomalous data that represent faultand suggest possible causes and remedies.
They use alerting via email or alarm systems to indicate the faulituation

Another fault detection case is aitomatic checking and reporting of energy usage during the weekend and
after office hours provide insights into anomalous energy consumption in a building. When the energy
consumption is outside the predefined boundaries, the systegives a warning.

Cloud Energy Optimizer useMachine Learning to predict the future indoor temperature in the building and
then generate awarningif the building is to become too cold. Here, the temperature setpoint is not fixed and
is determined based o the outside temperature.

The eliability of the datais ensured by mainly checking its magnitude If a reading remains the same
throughout the dayor if the value exceeds set limitsthat could indicate a faulty reading.Detection of faulty
meter reading isoften performed using Machine Learning.
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6.2.2 Use case 2- Occupancy and occupant behaviour predictions

No applications were found under this use cas€olecting and analysing occupat related data was notvery
common among the platform providersThe practitioners that ve interviewed mentiored that it is due to the
lack of suchrequirementsfrom the building ownersFurther research would need to look into existing systems
to support this use case.

6.2.3 Use case 3- Energy flexibilitytand Demard Side Management

Forecasting services predict future energy consumption valubased onhistorical data. Energy consumption

forecasts useoutside weatherdata, historical energy usagelata, occupancy,and indoor climate data. One of

the primary uses of forecasting is to manage energy resources ceffectively. When an installation has

multiple energy sources like Solar PV, Battery Storaged thermal energy storage, these forecasts can be

used to plan the energy mix most economicallfFigure22 shows an example from Kropman where they use

ten weeksd average energy consumption data to predic

InsiteReports

dashboard Monitoring

Maandag Verge ‘ and (predictive)

\ energy profiles
11

— Afgelopen 10 weken gemiddeld (referentie) Ondergrens @ Afgelopen week

Dinsdag

Energy models based on
historical data to check

next day energy usage

~— Germiddeld afgelopen 10 weken (referentie) Bovengrens Ondergrens @ Afgelopen week

Figure22 Kropman uses the pastten weeks' average energy consumption to benchmark and predict future
energy consumption.

6.2.4 Use case 4- Efficient HVAC:zontrol

Depending on the season and the outside temperature&eomfortable indoor temperature can be different.
Controlling the HVAGystem efficiently needscollecting this data and fine tuning the indoor temperature
setpoints to optimizethe energy consumption(examplein Fig.23). This gives an insight into whether the
building is overcooling or undercoolinghereby making room for improving comfodnd energy usage.
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Figure23 Electricity consumption based on the outside temperature

Other than the weather data andndoor temperature data,important information such aslocation of the
sensors, orientation of the building, areaof the building building material, and volume of concrete are
considered essential inputs by the platform providess to calculate the optimum control strategy for HVAC
systems Figure24 shows how Cloud Energy Optimizestimates the amount of thermal energy storeéh walls
and floors. The amount of 'stored' thermal energy in the building mastetermines how much heating is
required in the upcoming periodThis is an important input because the thermal energy embedded in building
materials change according to the outside temperature.

Fv

)
" g
T

Figure24 Using thermal energy embaded in walls/floors to predict nexiday energyusage This allows
taking seasonal variations n the temperature into the predictionSource Cloud Energy Optimizer

6.2.5 Use case 50 Facility management monitoring and controlling

Thesesmart building platforms provide data analysis, reporting and dashboards to show compliance with
regulations. Functions that they offer includamonitoring and reporting of Legionellanonitoring andreporting

for energy compliance requirements such ggeriodic reportirg to comply with government regulations on the
usage of ATE$heat and cold storage)system,energy regulations from RVO to report energy usage, BREEAM
NL and Reports for social housintp comply with warmteWETules on the supply of heat to consumers-igure
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25 shows a dashboard for monitoring Legionellawhere the warm water temperature is continuously
monitored for its maximum, minimum and averagg&mperatures.

KROPMAN DemoDashboardsCheck 2022 2022
daily legionella prevention - Hot water 25 jan 31jan
Previous 7 days 31 january 2022
Minimum 46.10°C Minimum 46.21°C The water has not
been above 60 °C for at least 20
Gemiddelde : 56.99 °C Gemiddelde : 54.01 °C minutes
Maximum . 68.95°C Maximum  : 61.53°C
B0C
C
60°C 80T
Zuilenstraatosasis W M_JW
5 50C
s w0

Hier wordt een Dashboard getoond uit de Legionella module

De data op dit Dashboard is fictieve (gegenereerde) data.
Op elke maandag wordt het minimum nief gehaaid, en op de
o woensdag in de oneven weken mist er data

Dit Dashboard kan worden verzonden als de minimale grens niet is
behaald. Gebruik de navigatieknoppen naar een dag dat het mis is.

@ InsiteReporls

Figure25 Dashboard formonitoring Legionellaby Kropman

Aquifer thermal energy storag€ATES) is thatorage and recovery othermal energyin the subsurface. ATES
is applied to provide heating and cooling to buildings. Storage and recovery of thermal energy is achieved by
extraction and injection ofgroundwaterfrom aquifers using groundwater wellsBuildings need to monitor the
extraction of this thermal energy by law, anthey are monitored as showiin Figure26 in the case of
Kropman

KROPMAN Overzicht van de energieopslag in de bodem
Productiviteit en balans vanaf eerste ingebruikname

" 10 et
I 7236.7 MWht
” : I : I " I :
-

2011 -2022

Summa College - Zorg
SU"T'{‘A Jaarlijsoverzicht (2015) van de energieopsiag in de bodem

33481 MWht

Wouteoredm @ Warmes cps

uilenstraat 96 e " .
[ i /)
InsiteReports e Koudeovarschor SlnsiteView

Figure26 Monitoring and reporting Aquifer Thermal Storagby Kropman

Monitoring and reporting of indoor environmental parameters such as CO2 levalgl temperature to comply
with standardsfor indoor climateis much common in buildingsFigure27 shows a dashboard for monitoring
CO2 levels andrigure28 shows the indoor temperature monitoring dadsboard.
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Figure27 Monitoring CO2 leveldy Kropman
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Figure28 Aggregation of room temperature in a dashboaiuly Kropman

Displaying historical average energy consumption of the building on a yearly, monttaily and hourly basis
is shown inFigure29. This data is available from the BMS or EMS _
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Figure29 Usage of electricity, water, gas and CO2 emissiby Kropman
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Collecting the data from the grid operator, E\harging stations (such as newMotiongnd solar PV generation
companies via their APIs periodically gives an overvieivhow much energy the solar panels are producing
and how much energy the EVs are consumirigig. 30)

KROPMAN Demo DashboardsAccu 202231
storage and PV panels january

Energieopwekking
door zon fen
vorige maand

13090 kWh I I I | I 9159 kWh

Zuilenstraatssesia Zonpuncien @ Laadpuben

131kWh 447 kWh &=
- WY
1543 kWh 1991 kWh ’e,:

Figure30 Renewable energy and battery storaggashboard by Kropman

The dashboard in Figure 31 shows monthly KPIs for temperature, humidity, air quslj electricity, gas and CO2
production over the past 12 months. Each KPI is determined based on adjustable limit values that are agnegdn
with the customer.

InsiteReports
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Deze worden afgesproken met de klant
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Figure31 KPI monitoringdashboard by Kropman

In conclusion,the majority of theapplications availablefrom the platform providers tend tdbe on the side of
monitoring andreporting (use case 5) We alsonote that they are currently usindPC and Machine Learning
techniques for forecasting energy demath and maximising energy flexibilif (use case 3) Using Machine

Learning for fault detection and diagnosis of HVAC systelfuse case 1)is actively being investigated at the
moment. While the available data from BMS are sufficient for improviqgrformance, there is a lack of data
related to the occupant(Use case 2) More dataabout the occupantbehaviour and indoor environmental
parameters can be usedto improve the indoor environment quality, predict occupancy, and use spaces
optimally.

6.3 Data Sources anddata collection

Smart buildingapplications depend on data collected from the buildingal external services. Data is collected
from local building management systems, EMS, 10T devices etgsing various protocols such as BACnet,
Modbus,MQTTand OCP(seeFigure32). For other closed protocols used in BMSs like PRIVA, Schneider, and
Johnson Controls, connectorand plugins are used to extract data. One platform provider (Simaxx) mentioned

that althoughthey used their drivers, now they are using libraries provided by Niagara Framework®, a software

platform to manage and control diverse systems and devicesgardless of manufacturer or protocol. Using
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these libraries allows faster onboardingand their developers can focus more on developing applications
rather than integration problemsExtracted data are usually transferred to the platform providsrcloudto be
used in otherapplications

With emerging information needs such as energy predictions, optim renewable energy usage and energy
flexibility, data from external sourcessuch as weather forecastsand predictions of prices inthe Dutch utility
market (dayahead prices)are also linked to thedata collection.

Building Management Systems

‘ PRIVA H Johnson Controls J

‘ Schneider I L Honeywell J

loT devices

‘ Weather ‘ EV charging ‘
Air quality sensors ‘ { Smart phone

‘ Solar ‘ Electricity grid ‘

[ Smart watch ‘ ‘ Smart meters ]

<

e )
e )
Data Collection

Figure32 Data collectionfrom different sources

6.4 Data Storage

Two data storage techniques are commonly used smart building platforms. They are relational and non
relational databases. Most BMS systems store tirseries data in anSQL ditabase. Some common SQL
databases include Microsoft SQL Server, MySQL, Oracle Database, and PostgrelSQBRQL databasesare

popular in cloudbased solutions. Some examples are MongoDBassandraand Cosnos. NoSQL databases
overcome the scalability issue ad complexity and processing overhead in relational databases. These NoSQL
databases are schemeless, meaning there are no tight structures and relationships defined.

Cther than those twoprevalent techniques, there are emerging data storage solutionmamely timeseries
databases and graph database. Atime-series database(TSDB) is a database that is optimised for storing and
serving data with a timestamp. Sensor data from |oT devices is a very good examopteme series data where
the datasetsare composed of a timestamp and a value. InfluxDB, Prometheus and MongoDB Timeseries are
some commonly used timeseries databases. They provide significant performance improvements in terms of
storage compared to genergburpose databases.

With the addition oflinked building data and ontologiesgraph databasesare emerging in thesmart buildings
field for storing and querying the RDF data in the databadexamples are GraphDB anBDF4J Though storing
time series is possible in the RDF graph, it has proven be inefficient (Pauwels et al., 2015)and also not
suitable for listoriented analysis algorithms(Pauwels et al., 2022) However, i is valuable and usefulto
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include the links to online identifiers where timeseries data can be retrievedn the graph (Pauwels et al.,
2022). This feature is available inhe BRICKSchema wherebrick:time-seriesrelationship relates a Brick pont
to the TimeseriesReference that indicates where and how the data for this point is storEdmeseries-
BrickSchema, n.d.)An overview of the mentioned data storage solutions is givenkigure33.

/ Relational @\ / Non-relational

¢ Popular in cloud based
solutions

¢ Good for storing different
kinds of data and data that
change frequently

+ Most commonly used
database in BMS

e Can join tables for creating
meaningful information

Examples: Microsoft SQL Server. MySQL. Oracle Database. and

Examples: MongoDB, Cassandra and Cosmos
\ PostgreSOL / \ /
- _-
/ Time series / Graph .

¢ Optimised for storing and
querying data with
relationships (ontologies)

* Flexible for expanding data
models

L4

¢

e Most optimized for storing
and querying timeseries data
(measurements with a
timestamp)

Examples: Influxdb, MongoDB Examples: GraphDB, RDF4)

\ Timeseries, Prometheus / & /

Figure33 Databases for stoing different data types

6.5 Future needs and requirementsor smart building platforms

Using data-driven methods for optimising building performanced We observed thatusing MPC and Machine
Learning techniques for forecasting energy demand amdaximising energyflexibility are already initiated by
the smart building platforms.Machine Learning will also be used for fault detectioand diagnosis of HVAC
systems in the future Whilethe available data from BMS are sufficient for improving performance, there is a
lack of data related tothe occupant.More data needs to be collected, including occupant feedback and indoor
environmental parameters, to improve the indoor environment quality, predict occupancy, and use spaces
optimally.

Cloudbased services privacy anddata security- We observed that every solution provider we interviewades
cloud services for data storage and analytics. This overcomes the limited storage and processing capabilities
in existing BMS systems. Also, offering wdlased access to remotely manage single onultiple buildings
located at geographically different sites allows building managers and owners to view and benchmark the
performance of each building in terms of energy usagad services and detect any unusual behaviouthile
VPN, authentication and athorisation, and encryption provide a secure environment, a@n-depth review of
data policies and security measures is neededhis topic is discussed in Bliverable4.01 in detail and is kept

out of scope here

Metadata standardisation- Implementing standard semantic descriptions like Briclor Haystackis widely
discussed within platform providers Their decision on selecting which ontologyocabulary or methodto
choose is determined bychoosing a particular standard by building controllers giants like Schneider,
Honeywel| etc., and the continuous supportprovidedby academia and industry.
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Extendingthe information model to improve maintenance - Extending the information modelto include a
products manufacturers information, product datasheetsand link to the repair and maintenance teamwill
improve workflow managementby including maintenance information The possibility of using BIM models to
extend existing information models is being investigatedt is expected here that graph databases and
ontologybased RDF graphs provide usefavenues for further research and development in this direction.

6.6 Problems and limitations to implementing smart building platforms

The investigated smart building solutbns and their implementatiors in buildings often face several barriers
and obstacles. The following section describes the main barriers identified according to platform providers.

Insufficient data - Newer applications are being introduced based on datiiven methods. Although
available data is sufficient to improve energy performance, more data is required to improve indoor air
quality since there is no sufficient building data available for indoor air quality improvement

Data Quality- Data quality is bw in the sense that there are missing and erroneous data that need to be
cleaned up before performing data analyticsSometimes, specific values do not have the correct
magnitude with reporting or with the SCADA systen@oud Energy Optimizer and Simax rentioned that
they use Machine Learningalgorithms to checkdata accuracywhen preparing data for algorithms.

Out of dak data - Out of date documentation and drawings make ithallengingto find out the current
status of the buildingand its components.

Unstructured naming conventions It is often difficult to find data points because of the ambiguous
naming conventions used. Data is not setfescriptive, and this makes it tedious to identify the data type,
its provenance, and intenéd usage for practitioners and data scientists. This demands an extra technical
expert to give context to the dataUsually, atranslation of available points to the desiredormat by the
platform provideris required.Also, the technical knowhow of how abuilding and its controllers operate is

a prerequisite for the smart building application developer. In the current scenario, understanding the
building and its controllers is extremely hard for, for example, a data scientist. Therefore, methods should
be developed such that the data is selflescriptive and can be understood by an inexperienced person
Data discoveryfrom legacy systemsAlthough BAS suppliers claim they deliver open systerparticipants
mentioned thatthey are not fully open. It iglifficult to discover data points because they are hidden and
transported in a scrambled manner.

Data ownership and security In some cases, there is an ambiguity about the ownership of dafajvacy
and policy forsharing. This topic is discussed in dethunder Deliverable 401 of this B4B project
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7 DEFINITION OF AN IDEAL BEBBE SCENARIO

This last section lists a few &y takeaways for data collection and integration plan from the literature and
market study:.

7.1 Key takeaways for dita collection

The cevelopment of smart building applicationsfie use cases) reles heavily on data acquired from multiple
systems. These systems are,

- Building Management systems (BMS)
- Energy Management systems (EMS)

- Smart meters and loT systems

- Asset Managenent Systems

- Building Information Models (BIM)

- ICT systems and equipment

- External services such as weathegrid
- Post occupancy surveys

And the data acquired fronthe above sources can be categorised as,

- Meteredtime-seriesdata from sensors
- Data from exernal services

- Occupant feedback

- Domain expert knowledge

- Contextual data/ metadata

From Chapter 3 through Chapter 6, we discussed the smart buildinge cases their data needs, requirements
and also the limitations which hamper the development oapplications and systems in support osuch use
cases To summarse, developing and implementing smart building applications encounter following problems
related to data

- Unavailabilityor partial availability of required data

- Lowquality data (accuracy, low resolution, timeliness, issing sampleg

- Unstructured data (naming conventions, metadata standargddata formats)
- Limitations due to accessibility, privacy and ownership

Therefore, a proper data collection methothust resolvethe above problems andfacilitate the development
of smart building applications

7.1.1 Improve data availability

There can be several reasonbehind the unavailabilityor partial availability of data.The nmain reason is the
absence of a reliable data collection andmanagement principle. Often, a lot of parameters are being
measured, but they are not systematically collected. Therefore, it is important to collect and manage data in a
reliable way.Data replication and backupcan be usedto ensure thatthe collecteddata is not lost.

If a particular sensor isabsent from the BMS,other methods like usingloT devices such asmartphones,
watches,thermostats, and Indoor Air QualitylAQ sensorscan be used to collect data from the buildingrhese
devices ability to communicate using WiFi and Bluetooth provides ample opportunities fallecting data
without intervening the available systemsHowever, it is also important testore and manage these data,
because the loTplatforms usually do not maintain historical datdor a longerperiod of time by default.

Another economical way of collecting data is via virtual sensqRan et al., 2020; Reppa et al., 2014when
physical sensors ag unavailable or costly to install. Virtual sensors derive an estimated value for a reading
using the data available from other devicesAlso, when in lack of historical data, data can be collected by
simulating the required condition (such as faults) wheabuilding is not in full use.

7.1.2 Improving data quality

By using multiple redundant sensors, data from these redundant sensors can be used to compare and validate
the readings. This gives an opportunity to correct any incorrect values. It is also importaatcalibrate the
sensors properly to avoid erroneous readings.Details about calibration can be storedusing a metadata
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storage technique for verifying Sometimes, datasets are available from buildings, but they are not in good
quality due to uncalibratedsensors and meters, making that data useless.

Data should be accurate, complete, up to date and consistent in order to provide valuable information. Since
there can be many discrepancies in data,edection of a suitable data preprocessing techniqueshould be
made by the researcheror user according to their requirementslt is important to note that the techniques
used for treating erroneousand missing values vary from one applicatioor researcher to anothersuch as
replacing withaverage median, arbitrary value, the previous value, interpolation etc

7.1.3 Structuringthe data

Naming conventionsdiffer significantly from building to buildingSome naming conventions are documented
in a mapping table, while othersare not. Using a self-descriptive naming convention makes it easy to
understand the data and its meaning

To avoid the inconsistenciebrought by naming conventionsdata must be semantically annotatedising a
well-establishedstandard. Using widely accpted standards to express syntax and semantics of data can make
it easierto understand them, as well asntegrate with other systemsMany such data models are available in
the literature: e.g.Brick, Haystack, SSN, SOSA, iotschenTdese existing data mdels should be usedwhere
possible.

Data must be associated with its humanand machinereadable metadata. Making them machineeadable
allows reasoningand validation Since it is not practical to have all those information in the name itself, tags
that follow a convention must be usedAlso, relevant metadata should be stored in a database separately
(Capehart & Brambley, n.d.)

7.1.4 Accessingdata adheringto privacyand ethics guidelines

Collecting and using data fronprivacy invasive sensors requires additional security measur&3ther than that
there are data policies that govern the sharing of datsetween parties Accessibility and privacyelated issues

are a very broad topic and are covered in detail in tlaready publishedDeliverable 401 Literature study and
market study of existing regulations and approaches regarding privacy, ethics, and security, including GDPR
constraints, available onwww.brainsforbuildings.org

7.2 Data Integration reference architecture

Data sources or systms communicate using different protocols and exchange data in differefdrmats
standards. Therefore, these data are often silogdand they are not availablevia a single platform meaning
that there is little to no interaction between them.Therefore,it is difficult to produce useful information and
insights based on themHowever,we understood thatmore and more datadriven smart building applications
seek data from multiple systems to make informed decisions about trenergy, maintenance and occupant.
These applications also need to write lack their outputs to the building controllersTherefore, developing
methods to integrate those silos is important to allow users to access all the data they neelkvelop
applications and write back into the buildingontrollers.

The ability to integrate systems from multiple vendors is a major requiremeiot building owners as well
Building owners are struggling tontegrate all the data they receive from different vendorgassets, energy,
maintenance) to understand the energyusage, maintenance, and overall performance of their buildings.
Platform provider companies also need tategrate different systems in their solutionssuch as BMS, BIM,
external weather services EV charging stationsand utility companies.But those systemsuse different data
models and APIsmaking it difficult to integrate them without dedicated coding

Above findingssuggest that a reference architecture shoultdave following features.

- Provide methods for data acquisitionstorage manageand backup to improve data availability

- Provide gandardisation to data originating from differen systems using standard schemasand well
recogniseddata models

- Provide access to historical and real time d&a for monitoring and controlling applicationsvia APIs
reducing the complexity ohccessingdata to the user

- Support hdirectional communication between thesmart building applications andbuilding controllers
This requires connectiorwith control APIs of building control systems.

- Provide scalable solutions that can accommodatgrowing number of data sources and users.
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- Data ownership securityand privacymeasuresshould beconsideredwhen sharing data among different
applications and users. Other than building information, there are many other private and sensitive
information such as financial, personal records, occupdatinformation, etc. As more and more buildings
use cloud solutions, these data become vulnerable to external attks and unauthorsed access.Many
security and privacy measures have been developed to protect this information in different stages like
transmission, storage, and processing-or moreinformation, please refer to theDeliverable 4.1 Literature
study and maket study of existing regulations and approaches regarding privacy, ethics, and security,
including GDPR constraintsavailable onwww.brainsforbuildings.org

Considering these needs and requirementshe ideal bestcase scenario for a datacollectionand integration
plan for smart building applications can be drawn up as shovim Figure34.
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Brains for Buildings - WP4 Data Integration

Questionnaire for building owners

Question Please describe your role in the company, how you are related to building sector
1 and your experience?

Answer

Question What are the types of buildings that you own? And who manages them?
2

Answer

Question What are the issues you currently face in the operational phase of these
3 buildings that leads you to seek solutions from this project?

Answer

Question What data do you have about your assets and how (where) do you store, access
4 and update that information?

Answer

Question What are the naming conventions, classifications and procedures you use for
5 accessing this information?

Answer

Question What are the devices and systems that generate data about the building
6 operation and the occupants?

Answer

Question What data are usually monitored and collected?
7

Answer

Question What is the purpose of collecting above data?
8

Answer

Question Do you have all the data that you need, or what additional data do you think will
9 be included in the future and why?

Answer

Question Do you use naming conventions for the data? What are they?
10

Answer
11 Question How is data stored? And for how long?
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Answer
Question In which formats the data is stored?
12
Answer
There are many parties involved in building operation like platform providers,
Question building owners, renters, occupants, etc. What level of control/ownership each
13 party has on data?
Answer
Do you perform data analysis?
Question (If the answer is “yes”, skip Question 15 & 16 and go to Question 17. If the
14 answer in “no”, answer Question 15, 16 and go to Question 25)
Answer
Do you try to continuously improve any of the building performance aspects:
Question operation cost, comfort, energy, user feedback? If yes, in what ways? If not,
15 why?
Answer
Bieesion How do you measure or benchmark the performance of a building (for example
16 in terms of its energy efficiency and occupant satisfaction)?
Answer
Question What data do you analyze and what do you expect by doing it?
17
Answer
Question What is the procedure for data analysis and who is responsible for this task?
18
Answer
Question What platforms and solutions do you use for data analysis?
19
Answer
Question Where do you apply the results from above data analysis?
20
Answer
Question Do you perform the same analysis for each building that you own?
21
Answer
s What can you say about the visualization and reporting ability of the existing
Question . ey
22 systems? What value do you extract from the visualizations?
Answer
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What limitations do you encounter when analyzing data using the platforms and

ion

23 Questio solutions you mentioned?

Answer

Question What do you think about the complexity of the data analysis procedure? Is it
24 efficient and easy to use or cumbersome and needs lot of manual work?

Answer

Question What are some critical requirements of occupants and how much control do
25 occupants have over those requirements on the building systems?

Answer

Question Do you collect and analyze occupants' feedback? How? If not, why?
26

Answer

Do you operate more than one system (from different vendors) for managing

Question your assets? If so, what are the challenges that you run in to when operating
27 multiple systems from different vendors?

Answer

Question What are the solutions that you currently use to solve above problems?
28

Answer

Question What external constraints do you experience for data collection and analysis?
29

Answer

Question What security features are used in your systems? How do you prevent data
30 tampering or misuse?

Answer

Question What other drivers are there for these security measures?
31

Answer

Question How do you apply and maintain the General Data Protection Regulation?
32

Answer

What functionalities would you like to have in a future smart building platform

Question and how do you expect your buildings to perform differently in future by using
33 such platform?

Answer
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. Please describe your role in the company, how you are related to building
Question R
1 sector and your experience?
Answer
Question What types of services/solutions that you usually provide for buildings?
2
Answer
’ What are the solutions that are mostly requested by building owners from
Question . .
3 you? And are you able to provide those solutions?
Answer
: Which systems and protocols available in buildings can be handled in your
Question .
4 solutions?
Answer
Question What issues do you encounter when discovering and extracting information
5 from different systems, specially from an existing building?
Answer
Question What data is usually monitored and collected?
6
Answer
What is the purpose of collecting above data? Do you think all the data
Question collected in buildings are utilized in some way or are there unnecessary data
7 that never serve any purpose?
Answer
Question Do you include building information in your solutions? How?
8
Answer
. In which formats you find the data? And what desired formats do you convert
9 Question :
them in to?
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Answer

Question Do you use naming conventions for the data? What are they? How do you
10 convert client's naming convention to your desired format?

Answer

Question What are your data storage techniques? (Type of database, on-premises or
11 cloud, retention period)

Answer

Question What platform do you provide to the client for data consumption and how do
12 you charge for it?

Answer

Question What are the typical functionalities of the above platforms?
13

Answer

Question How sensitive are your solutions for a certain upgrade in the building?
14

Answer

Question What security features are used in your systems? How do you prevent data
15 tampering or misuse?

Answer

Question What other drivers are there for these security measures?
16

Answer

There are many parties involved in building operation like platform providers,

Question building owners, renters, occupants, etc. What level of control each party has
17 on data?

Answer

Question Do you have all the data that you need in buildings, or what additional data do
18 you think will be included in the future?

Answer

Question Do you perform data analysis? If so, what are the typical data analysis cases
19 available in the solutions provided by you?

Answer

Question What kind of data do you analyze? (Historical, live)
20

Answer

Question What platforms do you use for data analysis?
21

Answer
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Question What is the normal procedure for data analysis?
22

Answer

Hsiion How do you validate whether the data that you collect is correct and how do
23 you handle missing/ incorrect data?

Answer

Quiestion After analyzing, what kind of insights do you provide about the buildings and
24 to whom?

Answer

Guestion What benefits have you brought to the building owners and occupants from
25 data analysis?

Answer

Question Are your solution packages generic, specific for building category or different
26 for each building?

Answer

Quisstion How easy or hard it is to reuse or scale one of your solutions from one building
27 to another, given the variety of systems in different kinds of buildings?

Answer

Question Do you provide solutions to collect and analyze occupants' feedback? If so,
28 how do they work?

Answer

Gilies¥ion Do you refer to any standards and/or regulations when you are providing
29 solutions?

Answer

Question What external constraints do you experience for data collection and analysis?
30

Answer

oo What is your policy regarding privacy and ethical usage of occupant and other
31 data in the building? How do you apply it in practice?

Answer

Quidstion Have privacy and ethical usage of data ever become a barrier to implement
32 any of your solutions? How and where?

Answer

Question What other functionalities would you like to add further in your solutions?
33

Answer
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